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POLICY STATEMENT 
This policy applies to all employees and staff of Augusta University (AU). AU is committed to protecting 
Protected Health Information (PHI), electronic Protected Health Information (ePHI), and/or other 
sensitive information (SEI) by implementing physical security standards within facilities and within areas 
of faculty that contain or provide access to data involved with FERPA (Family Educational Rights and 
Privacy Act), SEI, PHI, or ePHI. 

 
AFFECTED STAKEHOLDERS 
Indicate all entities and persons within the Enterprise that are affected by this policy:  

☒  Alumni ☒  Faculty ☒  Graduate Students ☒  Health Professional Students 
☒  Staff ☒  Undergraduate Students  ☒  Vendors/Contractors ☐  Visitors 
☒ Other:  All members of the AU community who are entitled or permitted to have electronic mail or 
electronic messaging services. 
  
DEFINITIONS 
Refer to the Cybersecurity Charter Policy. 
 
RESPONSIBILITIES 
1. Chief Information Security Officer (CISO) is responsible for the development, implementation, and 
management of the Cybersecurity training and awareness program. 
 
2. Governance, Risk and Compliance (GRC) team is responsible for supporting the execution of the 
program via the development, implementation, and management of the cybersecurity awareness and 
training program.   

a. Schedule and conduct all cybersecurity training, to include but not limited to biannual 
cybersecurity awareness training (BCAT), role based, etc.  

b. Identify users and issue cybersecurity training as required.  
c. Document completion of all user training, to include but not limited to role-based, remedial, and 

mandatory BCAT conducted biannually for all users.  
d. Report the USG directed biannual cybersecurity awareness training to USG as part of the 

Cybersecurity Program Review (CPR). 
e. Ensure training content is appropriate for the workforce members’ knowledge, role, and 

responsibilities.  
f. Continuously improve content, integrate improvements, or address any shortcomings of the 

program discovered. 
g. Ensure the cybersecurity awareness program is protected, controlled, and retained in accordance 

with federal, state, and organizational requirements. 
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h. Issue of remedial training will be required of workforce members as a necessary response to 
cybersecurity incidents. 

i. Ensure all training content and learning reports are retained for six years from the date of their 
creation or the date when it was last in effect, whichever is later. 

j. Report to CISO any users which fail to complete mandatory training. 
k. Remove network access for user(s) failure to complete mandatory training. Upon verification of 

training completion, initiate request for users to regain network access.  
l. Upon request, provide leadership notification of delinquent user training. 

 
3. Users. All users of the Augusta University network will: 

a. Complete all cybersecurity training awareness program assignments prior to the specified 
completion date assigned. This includes any role-based training, i.e. PCI/DSS, HIPAA, etc., 
deemed necessary per assigned role and responsibilities at the organization.  

b. Complete the mandatory biannual cybersecurity awareness training prior to the specified 
completion date. 

i. Failure to complete training will result in loss of network access until training is completed 
and verified by GRC.  

ii. User’s leadership will be notified in the event of delinquent training. 
c. Complete all training assignments without assistance.  
d. Complete remedial training as assigned by CISO, and in response to involvement in a 

cybersecurity incident.   
e. If desired, print transcripts of completed training from cybersecurity training platform.  

 
4. Supervisors must ensure personnel under their supervision are properly updated in the Human Resource 
(HR) System to ensure all employees complete cybersecurity training. The HR System provides the source 
data used for the cybersecurity training campaigns.  
 
5. The Office of Compliance, in collaboration with Cybersecurity and Human Resources Workforce 
Development, oversees the auditing and monitoring of Cybersecurity workforce awareness. The Office of 
Compliance is responsible for ensuring training compliance with the staff under their supervision. 
 

PROGRAM COMPLIANCE 
1.  The cybersecurity training and awareness program will contain a basic understanding of 
cybersecurity and the actions required to maintain security and to respond to suspected security 
incidents. The Cybersecurity Program should include topics such as the following, but not limited to: 

a. Protection from Malicious Software 
b. Password Management 
c. Workstation Security  
d. Security Reminders 
e. Insider Threats 
f. Access Controls 
g. Definition of PHI and e-PHI 
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h. Incident and Breach Handling Procedures for Employees 
i. Names and Contact Information for CISO and Cyber Incident Reporting Line and Email.  
j. AU Security Policy and Reporting Procedures 
k. Expectation of Compliance and Policy for Non-Compliance 

 
2. The cybersecurity training and awareness program compliance efforts include:   

a. Basic security training will be held upon hire (New Employee Orientation) and annually 
thereafter for all workforce members who encounter PHI or SEI. 

b. Role-based security training will be held upon hire and annually thereafter. 
c. Mandatory biannual cybersecurity awareness training will be held twice yearly.  
d. Remedial training will be held when a user is a part of a cybersecurity incident, or as deemed 

necessary by CISO.  
e. Reporting of any users which fail to complete mandatory training to the CISO. 
f. Removal of network access for failure to complete any assigned training.  
g. Notification of user leadership for delinquent user training. 

 

Violators of this policy will be subject to disciplinary action, up to and including the termination of 
employment or contract with the University. 

 
REFERENCES & SUPPORTING DOCUMENTS 
Board of Regents Policy Manual 
USG IT Handbook 
Family Educational Rights and Privacy Act (FERPA) 
Payment Card Industry Data Security Standard (PCI/DSS) 
Health Insurance Portability and Accountability Act (HIPAA) 
 
RELATED POLICIES 
N/A 
 
APPROVED BY:           
Executive Vice President for Academic Affairs and Provost, Augusta University              
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