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Cybersecurity Risk Management Policy

Policy Manager: Chief Information Officer

1.0 POLICY STATEMENT

Augusta University (AU) is committed to managing risk in a structured, repeatable, and
organization-wide manner to protect its mission of education, research, healthcare, and public service.
This policy establishes a comprehensive framework for identifying, assessing, responding to, and
monitoring risk across the University in alignment with NIST Special Publication (SP) 800-39,
Managing Information Security Risk. Risk management is an integral part of the University's
governance and decision-making. All organizational levels; enterprise, organizational units, and
information systems share responsibility for managing risk to institutional operations (including
mission, functions, image, and reputation), assets, individuals, and compliance obligations. This
policy applies regardless of whether the information asset is hosted on-premises, in the cloud, or
managed by a third party, consistent with USG requirements.

This policy adheres to or exceeds the standards found in the University System of Georgia (USG) IT
Handbook.

2.0 AFFECTED STAKEHOLDERS
Indicate all entities and persons within the Enterprise that are affected by this policy:

Alumni Faculty Graduate Students X Health Professional Students
Staff Undergraduate Students Vendors/Contractors L] Visitors
Other: University System of Georgia and The Board of Regents

3.0 DEFINITIONS
Refer to the Cybersecurity Charter Policy, Appendix B for all applicable definitions. This can be
found online in the Augusta University Policy Library.

4.0 SCOPE

This policy applies to all information systems, technologies, and services that are owned, operated,
managed, or contracted by the organization, regardless of whether they store, process, transmit, or
access organizational data. Scope includes the identification and management of risks associated with
sensitive and regulated data classes and applicable compliance obligations (e.g., HIPAA, FERPA,
PCI DSS, GLBA).

5.0 ROLES AND RESPONSIBILITIES
5.1 Executive Leadership
5.1.1 Must establish risk tolerance and risk appetite (willingness) for the organization.
5.1.2 Must establish and maintain governance structures to oversee Cybersecurity Risk
Management as an organization-wide function.
5.1.3 Must provide adequate resources to support Cybersecurity Risk Management
objectives.
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5.1.4 Must ensure risk assessment results inform budgeting, strategic initiatives, and system
authorizations.

5.1.5 Must establish departmental system and service risk owners for assets under their
control enabling deliberate and documented risk remediation efforts ensuring
Cybersecurity risk decisions are aligned with established institutional risk tolerance.

5.2 Legal Affairs
5.2.1 Review and negotiate cybersecurity, data protection, and liability clauses in vendor
contracts, business associate and other agreements.
5.2.2 Define regulatory compliance requirements and remediation planning reducing Legal
exposure.

5.3 Privacy Office
5.3.1 Collaborate with the GRC Team and Information Security to integrate privacy risk
into cyber risk assessments.
5.3.2 Collaborate with the GRC Team and Information Security to integrate privacy risk
into cyber risk assessments.
5.3.3 Identify, assess, and document privacy risks associated with information systems,
technologies, and services.

5.4 Governance, Risk & Compliance (GRC)

5.4.1 Must establish a risk management plan to identify, assess and respond to the risks
associated with university information systems and services.

5.4.2 Responsible for all activities associated with the Risk Register and System Security
Plan (SSP) in compliance with USG policy.

5.4.3 Advises leadership on Cybersecurity risk and mitigation strategies to the
organization’s overall Cybersecurity posture.

5.4.4 Establish and maintain a consistent risk management framework aligned with USG
requirements, organizational strategic objectives, and recognized frameworks (e.g.,
NIST, ISO, and other applicable frameworks).

5.4.5 Ensure risk decisions are escalated appropriately based on impact and severity.

5.4.6 Maintain compliance documentation and artifacts.

5.4.7 Support and track third-party external audit requirements and findings.

5.5 System Owners
5.5.1 Support security controls for their specific systems, ensuring accurate inventory and
classification of data and systems within their departments. If security control is not
currently feasible, document in The Plan of Action and Milestones (POA&M).
5.5.2 Request formal risk acceptance when mitigation is not feasible.

5.6 Division of Information Technology (IT)
5.6.1 Provide accurate system information, architecture documentation, and evidence of
technical control implementation in accordance with USG standards and
organizational policy.
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5.7 Workforce Members

5.7.1 Report any suspected violations or non-compliance with this policy to AU Cyber
Defense or 72CYBER@augusta.edu

5.7.2 Participate in Cybersecurity risk assessments and remediation activities, audits and
investigations, as required.

5.7.3 Cybersecurity risks affecting Research activities will be managed in alignment with
sponsor requirements, data use agreements, and all regulatory obligations (NSPM-33,
NIH, NIST 800-171)

5.7.4 For software, hardware, and security risk reviews, the entity or department who owns
the system, technology, or service in use are responsible for collecting and submitting
information for this mandatory review.

6.0 REQUIREMENTS
6.1 Risk Identification

6.1.1 All cybersecurity risks that could affect the organization’s confidentiality, integrity,
or availability must be identified and evaluated continuously. These risks encompass,
but are not limited to, those arising from academic research, clinical and
administrative systems, sensitive or regulated data as defined in the Data Management
and Classification Policy, third-party services, cloud environments, vendors, and
emerging technologies or threats.

6.1.2 The methodology for identifying risks must align with internal organizational
processes as well as any applicable policies, industry standards, and regulatory or
compliance requirements.

6.1.3 Cybersecurity risk management will be integrated with AU’s enterprise risk
management (ERM), compliance, privacy, and business continuity programs.

6.2 Risk Assessments

6.2.1 All identified cybersecurity risks must be formally assessed using a standardized,
organizational methodology that evaluates likelihood of exploitation, potential impact
to the organization, and existing controls and resulting residual risk.

6.2.1.1 Security risk reviews are mandatory and must be submitted by the department
or system owner of the technology in use using the organizational standard, such
as the requirements identified in the Procurement of Information Technology
Policy.

6.2.2 Cybersecurity risk assessments must support compliance obligations and recognized
standards (e.g., NIST-aligned frameworks) and be sufficiently documented to support
leadership and governance review.

6.2.3 Cybersecurity risk assessments will be conducted regularly in accordance with
organizational standards or following a significant cybersecurity incident.

6.3 Risk Ownership and Accountability
6.3.1 Each identified cybersecurity risk must have a designated risk owner responsible for
validating the accuracy of the risk, managing oversight of the mitigation activities, and
conducting ongoing monitoring and status reporting.
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6.3.2 Risk ownership must align with the appropriate management or executive authorities
within the organization, while the overall cybersecurity risk program oversight
remains centralized under the organization's cybersecurity governance structure.

6.4 Risk Treatment and Response
6.4.1 All identified cybersecurity risk must be addressed using one or more of the approved
and appropriate treatment options.

6.4.1.1 The treatment option of mitigation is through technical, administrative, or
procedural controls to reduce likelihood or impact.

6.4.1.2 The treatment option of acceptance is when residual risk aligns with defined
tolerance within the organization and the risk is formally acknowledged to
continue existence through organizationally defined risk acceptance process.

6.4.1.3 The treatment option of avoidance is by discontinuing the associated activity or
system to eliminate the risk.

6.4.1.4 The treatment option of transfer is to shift the risk through insurance or third-
party agreements, or any other applicable means.

6.4.2 Residual risks exceeding established tolerance thresholds within the organization must
be formally accepted by authorized leadership in accordance with organizational
exception and risk acceptance processes.

6.4.3 Any testing or validation activities associated with risk management will be conducted
in accordance with organizational standards, current industry security standards, and
all applicable compliance or regulatory requirements.

6.4.4 Cybersecurity risks affecting research activities will be managed in alignment with
sponsor requirements, data use agreements, and all regulatory obligations.

6.5 Risk Documentation and Risk Register

6.5.1 All cybersecurity risks must be documented in the organization's cybersecurity risk
register, tracked through associated activities, and linked to associated remediation
plans or exceptions, where applicable.

6.5.2 The cybersecurity risk register serves as the authoritative system of record for
cybersecurity risks and must be maintained to support audit, compliance, and
executive reporting requirements.

6.5.3 The POA&M must be maintained in alignment with organizational standards, current
industry security standards, and all applicable compliance or regulatory requirements.

6.5.3.1 Any security controls that cannot be implemented to reduce risk must be
documented in the POA&M.

6.5.3.2 The System Security Plan (SSP) must be maintained in alignment with
organizational standards, current industry security standards, and all applicable
compliance or regulatory requirements.

6.6 Integration with Enterprise Risk and Decision-Making
6.6.1 Cybersecurity risk management must be integrated with Enterprise Risk Management
(ERM), strategic planning and investment decisions, as well as procurement, system
acquisition, and other major organizational initiatives.
6.6.2 Cybersecurity risk management planners must communicate and collaborate with the
USG organization’s enterprise risk management (ERM) coordinator, at least annually.
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7.0 COMPLIANCE

If compliance with this policy is not feasible or technically possible, or if deviation from this policy
is necessary to support a business function, entities shall request approval for an exception through
the AU Cyber Defense Governance, Risk and Compliance (GRC) Exception to Policy (ETP) process
as referenced in Service Now in Knowledge Base Article KB2300201.

Failure to adhere to the approval conditions outlined in an approved exception to policy may result
in revocation of the exception.

Failure to adhere to this policy may result in disciplinary action up to and including termination of
employment.

8.0 REFERENCES & SUPPORTING DOCUMENTS
Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99)
NIST AI Risk Management Framework (Al RMF)
NIST Cybersecurity Framework (CSF)
NIST SP 800-30, Guide for Conducting Risk Assessments
NIST SP 800-37, Risk Management Framework (RMF)
NIST SP 800-39, Managing Information Security Risk
NIST SP 800-53, Security & Privacy Controls
NIST SP 800-160, Supply Chain Risk Management

USG IT Handbook University System of Georgia (USG) Information Technology (IT) Handbook
Service Now Knowledge Base Article KB2300201

9.0 RELATED POLICIES
Acceptable Use of Information Technology Policy
Cybersecurity Charter Policy
Cybersecurity Incident Response Policy
Data Management & Classification Policy
Encryption Policy
Enterprise Risk Management Policy
Information Technology Configuration Standards Policy
Password Protection Policy
Procurement of Information Technology Policy
Workstation Security Policy

All AU Policies can be found online at the Augusta University Policy Library

APPROVED BY:
Executive Vice President for Academic Affairs and Provost, Augusta University
Date: 6/25/2026

President, Augusta University Date: 7/8/2026
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