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Executive Summary 

 Although the State of South Carolina Emergency Management Division (SCEMD) has an 

Emergency Operations Plan, it realizes that the state of South Carolina is a home rule state and 

wants to provide as many tools as possible to the counties within the state. At the request of the 

SCEMD, the Augusta University Masters of Public Administration program’s Program 

Evaluation course has worked to complete the following general template as a tool for South 

Carolina counties to begin and refine their individual county Continuity of Operations Plan 

(COOP). The intent of this COOP is two-fold: to provide basic guidance by developing questions 

to make an effective and personalized COOP that serves their purposes and facilitates integration 

with neighboring counties. This COOP will help provide counties an additional tools to conduct 

and perform essential functions during any mitigating event striking the county, whether a man-

made or natural event. We ask counties consider the following recommendations: 

 Attaching any applicable Memoranda of Understanding with adjoining counties, and 

ensuring they are applicable for conditions set forth in the COOP 

 Updating the COOP annually and maintaining a record of changes 

 Testing and rehearsing the COOP on a regular basis to identify issues and ensure 

familiarity with the plan.  
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Introduction 

 Disaster, whether man-made or natural, can strike in an instant and cause significant 

impact on a county government and the services it provides. These services are available every 

day and play a critical role in providing essential functions to communities, without which our 

way of life would drastically change. The goal of this paper is to not only define what a 

continuity of operations plan (COOP) is, but to also explain the importance of a plan and the 

necessity of individual counties having a well-planned and easily executable COOP. While the 

hope is that no events occur, the true purpose of contingency planning is to prepare for an event 

that may happen. The Federal Emergency Management Agency (FEMA) defines continuity as 

“the ability to provide uninterrupted services and support before, during, and after an incident 

that disrupts normal operations.”1 This is no more applicable than for local governments, which 

are critical not only to preparedness and mitigation efforts, but also to the response and recovery 

efforts that will be necessary after a significant event has occurred. This paper seeks to achieve 

the points made earlier, while also providing South Carolina counties a basic template to lay out 

an initial COOP by answering questions provided within the template.  

 Terrorism, cyberattacks, hurricanes, tornadoes, flash flooding, prolonged power outages, 

virus/disease outbreak and earthquakes are only the most likely significant hazardous events that 

could occur in South Carolina. In discussion with representatives from SCEMD, they are 

unaware of the majority of South Carolina counties having or exercising any COOP plans.2 

While this is not necessarily indicative that counties do not have a plan, it does warrant providing 

a template for them to use in planning if they so choose. Plan creation is the first step for 

counties to ensure that they are able to perform essential services, so they can ensure seamless 

continuity in the event of an issue.  
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 FEMA has made online courses available that are designed to expand both familiarity 

and understanding in order to give the fundamentals of creating a COOP plan to expand 

knowledge in regards to COOP planning.3 These courses include the importance of the whole 

community, building the plan, looking at more than just government agency assets, rather 

including volunteers, nonprofits and the private sector. The template provided in this paper 

follows the basic concept outlined by FEMA, while taking best practices found in COOPs from 

across the country and integrating them. This is in an effort to align county COOPs with 

adjoining counties, while also making them more specific and easily tailorable to specific needs 

of each county. Also important is the concept of mutual aid agreements and memoranda of 

understanding between adjoining counties in order to expedite and facilitate coordinated 

response activities.4 These should be included in the COOP to ensure proper understanding and 

dissemination of the information at all levels for which it may be necessary.  

 While no standardized program exists for South Carolina, one of the objectives of this 

template is to provide consistency across county plans. This would allow dissemination of best 

practices, baseline information, objective evaluations and lessons learned to occur quickly and 

effectively between counties, reducing both overall risk and costs for all counties.5 It is important 

to note that in order for a COOP to be actionable it will require not only a working plan guided 

by the use of this template, but also the necessary procedures and support to maintain the 

necessary essential functions for agencies.6 Key elements that must be included in a county’s 

COOP are the defined essential functions, appropriate delegations of authority and corresponding 

orders of succession, alternative facilities in case of need, identified records, working 

communication systems, testing and training.7 With overall goals of reducing disruptions of 
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operations, safeguarding records, equipment and employees and ensuring not only continuous 

operation, but also recovery of organizations; a COOP can play a vital role for each county. 8  

 For each county in South Carolina, the creation of a COOP plan is the first step to ensure 

that it is able to maintain the ability to perform all essential functions to provide the necessary 

basic services to its citizens, were a natural or human-made event occur. While these numerous 

impacting events may have either a high or low probability of occurring, a reaction plan should 

not be left to chance, but rather have an efficient and effective contingency plan that has been 

practiced and validated. At the request of the South Carolina Emergency Management 

Department, this group of graduating students in the Program Evaluation class of Augusta 

University’s Master of Public Administration program propose the following COOP template for 

the basis of South Carolina counties.  
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COOP TEMPLATE 
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Promulgation Statement: 

 The [organization name]’s mission is to [enter mission statement]. To accomplish this 

mission, [organization name] must ensure its operations are performed efficiently with 

minimal disruption, especially during an emergency. This document provides planning and 

program guidance for implementing the [organization name]’s Continuity of Operations Plan 

and programs to ensure the organization is capable of conducting its essential missions and 

functions under all threats and conditions. 

 Key [organization name] personnel who are relocated under this plan are collectively known 

as the [name of group (e.g., Emergency Relocation Group (ERG))]. Upon Plan activation, 

these members will deploy to [continuity facility name]. Upon arrival, Continuity personnel 

must establish an operational capability and perform Essential Functions within 12 hours from 

the time of the activation of the Continuity Plan, for up to a 30-day period or until normal 

operations can be resumed. 

 This plan has been developed in accordance with guidance in Executive Order 12656, 

Assignment of Emergency Preparedness Responsibilities; Homeland Security Presidential 

Directive 40, National Continuity Policy; Homeland Security Council, National Continuity 

Policy Implementation Plan; Federal Continuity Directive 1, Federal Executive Branch 

National Continuity Program and Requirements, October 2012; [organization name] 

Management Directive [Directive number/title]; and other related Directives and guidance. 

[Organization Head signature] 

[Organization Head’s name and title] 

[Organization Name] 

[Signature Date] 
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INTRODUCTION:  

Purpose: 

 To provide a template for the creation of a plan to ensure the ability of a County to 

support and provide essential services during times of emergency or disaster.  

 This template will provide questions for the county officials to ask how the county will 

prepare for, provide essential functions during, and resume normal operations after an 

emergency or disaster event. 

 This template will assist each county to maintain a high level of readiness, being able to 

implement the plan with or without warning and become operational within 12 hours 

after activation.  

 This template will assist planning procedures for delineation of authority, mission 

essential functions, alternate facilities identification, interoperable communications and 

contingency plans for vital records.  

 This template provides recommendations regarding frequency of testing, training and 

validation of the plan, and nesting any subordinate city/agency plans within the county 

plan. 

Applicability and Scope: 

This plan should apply to county personnel, departments and any subordinate personnel 

or departments that may exist within the county such as municipalities or cities.  

Additionally, all county agencies, regardless of location, are encouraged to have in place 

a viable COOP/Continuity of Government (COG) capability to ensure continued performance of 

all mission essential functions from alternate operating sites during any emergency or situation 

that may disrupt normal operations. 
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COOP activities may be site specific, county wide, or specific regional disruptions to 

county operations, typically due to a natural, technological, or human-caused disaster or 

emergency but not limited to these situations. 

The scope of this plan focuses on the critical services that require a disruption of no more 

than 12 hours following an incident. The intent of this document is to provide a framework to 

support delivery of essential services that are identified as critical to the continuation of 

government; protection of life safety, property, and the environment; and incident response and 

recovery operations that care for the residents, visitors, and businesses of [organization name]. 

The planning approach for the development of this plan is focused on acting as a resource 

that is both flexible and scalable, to address high-frequency low impact situations, low-frequency 

high-impact situations, and combinations in between. 

When confronting disruption of normal operations, [organization name] will endeavor, to 

the best of its ability, to provide essential functions even under the most challenging emergency 

circumstances. [Organization name] has identified essential functions as activities required by 

local, regional, state, or federal laws or regulations necessary to support the safety and security of 

[organization name] employees, systems, services, and the public, support the restoration of 

[organization name] operations, and facilitate emergency response actions. 

 

 

 

 

  



Continuity of Operations Plan: A Template  

 

 

11 

      

Authorities/References 

County: 

Insert as Applicable 

State:  

1. Regulation 58-1, Local Government Preparedness Standards, SC Code of Regulations 

2. Regulation 58-101, State Government Preparedness Standards, SC Code of 

Regulations 

3. Governor’s Executive Order No. 2003-12 and 2003-21 

4. SC Emergency Operations Plan 

5. SC State Hurricane Plan 

6. SC Emergency Recovery Plan 

7. The South Carolina Hazard Mitigation Plan, 9 Oct 1999 

8. State of South Carolina Hazard Assessment 

9. South Carolina Operational Radiological Emergency Response Plan 

10. South Carolina Earthquake Plan 

11. South Carolina Homeland Security Assessment and Strategy, 2003 

12. SC Disaster Logistics Support Plan 

13. Santee Cooper Emergency Action Plan for Dam Failure 

14. SC Drought Response Plan 

15. SC Mass Casualty Plan 
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Federal: 

1.  Robert T. Stafford Disaster Relief and Emergency Assistance Act, PL 93-288, Title 

VI, as amended 

2. National Response Plan, as amended 

3. Presidential Executive Order 12148, Federal Emergency Management 

4. Presidential Executive Order 12656, Assignment of Emergency Preparedness 

Responsibilities 

5. Presidential Executive Order 13618, Assignment of National Security and Emergency 

Preparedness Communications Functions 

6. Code of Federal Regulations (CFR), Title 44, as amended 

7. Homeland Security Presidential Directive - 5 (HSPD-5), Management of Domestic 

Incidents 

8. Homeland Security Presidential Directive - 8 (HSPD-8), National Preparedness 

9. Homeland Security Presidential Directive - 40 (HSPD-40), National Continuity Policy 

10. Homeland Security Presidential Directive - 21 (HSPD-21), Critical Infrastructure and 

Resilience 

11. Homeland Security Act of 2002, as amended (6 U.S.C. § 101 et seq.) 

12. National Security Act of 1947, as amended (50 U.S.C. § 3042) 

13. Telework Enhancement Act of 2010 (5 U.S.C. §§ 6501-6506) 
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Security and Privacy Act Statement 

Within this section the classification of the Continuity Plan is outlined, and at a minimum 

should be classified “For Official Use Only.” This is due to the nature of these sensitive and 

organization-specific documents. It is also important to note that if the plan includes any 

personal information, such as telephone numbers, that information is protected under the 

Privacy Act of 1974.  

This continuity plan is [classification information, e.g., For Official Use Only]. Portions 

of this continuity plan contain information that raises personal privacy or other concerns, and 

those portions may be exempt from mandatory disclosure under the Freedom of Information Act 

(see 5 U.S.C §552, 41 CFR Part 105-60). It is to be controlled, stored, handled, transmitted, 

distributed, and disposed of in accordance with [security reference document] and is not to be 

released to the public or other personnel who do not have a valid “need to know” without prior 

approval of [title of approving authority]. 

Some of the information in this plan, if made public, could endanger the lives and privacy 

of employees. In addition, the disclosure of information in this plan could compromise the 

security of essential equipment, services, and systems of [organization name] or otherwise 

impair its ability to carry out essential functions. Distribution of the continuity plan either in 

whole, or in part, is limited to those personnel who need to know the information in order to 

successfully implement the plan. 

[Organization name, office name] will distribute copies of the continuity plan on a need 

to know basis. [Record procedures for distributing the plan to ERG members and all personnel, 

e.g., via hard or electronic copy or posting on internal websites]. In addition, copies of the plan 

will be distributed to other organizations as necessary to promote information sharing and 
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facilitate a coordinated interagency continuity effort. Further distribution of the plan, in hardcopy 

or electronic form, is not allowed without approval from [office or position title].  

  



Continuity of Operations Plan: A Template  

 

 

15 

      

PLANNING:  

Objectives:  

A COOP plan addresses emergencies from an all-hazards approach. A continuity of 

operations plan establishes policy and guidance ensuring that critical functions continue and, if 

necessary, the relocation of personnel and resources to an alternate facility in case of 

emergencies. The objectives of the plan should be to:  

 Facilitate initial alerts and notifications 

 Activation of, and subsequent deployment of employees 

 Identification of critical business functions 

 Facilitation of decision-making during COOP activities 

 Establishment of an alternate facility 

 Identification of personnel with authority and knowledge of functions 

 

The [Organization Name] continuity objectives are listed below:  

 Ensure that [Organization Name] can perform its mission essential functions and primary 

mission essential functions, if applicable, under all conditions.  

 Reduce the loss of life and minimize property loss as well as property damage. 

 Execute a successful order of succession with accompanying authorities in the event an 

event renders [Organization Name] leadership unable, unavailable, or incapable of 

assuming and performing their authorities and responsibilities of the office.  

 Reduce and soften operational disruptions.  
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 Ensure that [Organization Name] has multiple dedicated facilities mission essential 

functions can continue to be performed, as appropriate, during a continuity event.  

 Protect essential facilities, equipment, records, and other assets, in the event of a 

disruption.  

 Achieve [Organization Name]’s timely and orderly recovery and rebuilding from an 

emergency while ensuring and validating continuity readiness through a formal 

continuity test, training, and exercise program that shows operational capability.  

Assumptions: 

There are certain key planning principles to keep in mind when writing your department's 

COOP: 

 The focus of a COOP should be on essential functions, not particular people. Essential 

functions and those who can fulfill those functions will change, depending on the 

situation. 

 The functions of a department do not change in a COOP; departments not normally 

responsible for food, shelter, security, etc. do not need to plan to assume those 

responsibilities.  

 The planning process is the most important aspect of the COOP exercise, even more so 

than the final product, as when COOP activities are initiated, the [organization name] 

will implement the predetermined plan. 

 Personnel and resources located outside the area affected by the disaster or emergency 

may or may not be available to support [organization name] essential functions, so train 

and equip all viable personnel whenever possible 
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 A plan will not cover all contingencies. Good planning, however, will allow for good 

decision making in the midst of a crisis. 

 

Scenarios:  

This section characterizes the “planning environment,” making it clear why a Continuity Plan is 

necessary. 

According to NSPD 51/HSPD 20, it is the policy of the United States to maintain a 

comprehensive and effective continuity capability composed of continuity of operations and 

continuity of government programs in order to ensure the preservation of our form of 

government under the Constitution and the continuing performance of national essential 

functions under all conditions.  This includes the incorporation of continuity requirements into 

the daily operations of all federal executive branch organizations. Continuity planning must be 

based on the assumption that organizations will not receive warning of an impending emergency.   

 This plan was developed around a set of scenarios which reflect the [organization 

name]’s threat assessment of the potential threats outlined in the prior section, regarding the 

types of impacts that may result in COOP activities. Any or all scenarios may result in the injury, 

death, or inability to account for [organization name] staff, elected officials, or the public at a 

[organization name] facility. In addition, any or all scenarios may affect critical infrastructure 

systems that the [organization name] relies on for normal business operations and service 

delivery.  
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Potential Threats that could affect daily government operations: 

 Hurricanes and Tropical Storms 

 Tornados 

 Flooding 

 Pandemics 

 Nuclear Facilities 

 Earthquakes 

 Hazardous materials 

 Terrorism 

 Cyber Attacks 

 Transportation 

 Civil Disorder 

 Dam Failure 

 Severe Winter Weather 

 Droughts 

 [insert any other hazard concerns you may have] 

 

Most likely to happen in SC: 

1. Severe Weather - Weather, including flash flooding, hurricanes/tropical storms and 

winter weather are the biggest threat that South Carolina 
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2. Pandemic - Infectious diseases that spread fast and leave people out of work can severely 

affect government operations. As of 2020, this is all the more apparent with the COVID-

19 pandemic situation and its impact at all levels of government.   

3. Nuclear Disaster - The presence of four nuclear facilities and close proximity of an 

additional two facilities poses a threat to the region. All counties except for five coastal 

counties fall within the either 10 or 50 mile emergency planning zones.   

4. Cyberattacks - As the ransomware attack that shut down the city of Atlanta in 2018 

shows, cyberattacks are able to cause significant monetary and operational costs to the 

government.  

 

The [organization name] has identified the following types of scenarios as the most likely to 

trigger COOP activities: 

 Department, essential function, or facility affected. Under this scenario, one or more 

departments, essential functions, or key facilities is unable to perform normal business 

activities. The most likely causes of such disruption are fire, system/mechanical failure, 

loss of utilities such as electricity, telephone, or water, explosion, active shooter, 

terrorism, or a pandemic. Other scenarios that produce limited or no physical damage to 

[organization name] facilities may also interrupt service delivery. 

 [Organization Name] local areas affected. Under this scenario, [organization name] 

facilities are limited or closed to normal business activities as a result of the localized 

impact. The most likely causes of such disruption are utility failure, civil disorder, 

technology network disruption, terrorism, biological outbreak, credible threats of action, 

or other scenarios that would limit access to or use of [organization name] facilities. This 
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type of incident could significantly impact the [organization name]’s operational 

capability. Facilities may be unavailable or damaged due to the incident.  

 Regional area affected. Under this scenario, the [organization name]’s facilities and 

possibly the local area would be inaccessible, inoperable, or unavailable for normal 

business activities. The most likely causes of such disruption are major disaster such as 

an earthquake, severe weather for example hurricanes, tropical storms, tornados or severe 

winter weather, terrorism, cyber-attack, pandemic, an actual or threatened use of a 

weapon of mass destruction, or other scenarios that would limit access to or use of 

[organization name] facilities. This type of incident could render the [organization name] 

or specific departments inoperable for a significant period. Facilities will most likely be 

unavailable or have major damage due to the incident. Senior management, technical and 

supporting personnel may be deceased, injured, unable to reach a [organization name] 

facility, or unaccounted for.  
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ESSENTIAL PERSONNEL 

COOP Teams:  

When COOP activities are necessary, a COOP Team and sub-teams may be established 

to coordinate support for the delivery of essential functions. The [organization name] has 

identified vital positions to perform critical activities on the COOP Teams. COOP resources not 

available within [organization name] supplies or through mutual aid agreements will be procured 

either through normal department procurement procedures or if the Emergency Operations 

Center (EOC) is activated, through the EOC logistics section.  

The identification of COOP Teams and roles reinforces that coordination and 

participation from many departments is required to achieve success. 

 Policy Group provides policy decisions related to COOP activities and strategic 

direction and communication to [organization name] staff and the public.  

o This group is led by the [organization head] and consists of Department 

Directors, the [organization name] Attorney, technical experts, and elected 

representatives as appropriate.  

 COOP Team is a combination of the facility team and operations team, guided by the 

policy group, and supported by legal and communications staff.  

o The [organization head] will designate the COOP Team Lead at the time of an 

incident.  

 Facility Team will perform activities necessary to ready a facility for the performance of 

essential functions. This may include the site inspection and security assessment, 

establishment of telecommunications or information technology systems, alternate site 

workspace creation, and the movement of vital records.  
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o Representatives from facilities, police/sheriff, fire, building inspection, 

information technology, and public works as appropriate and available will staff 

the facility team.  

 Operations Team coordinates support for essential functions, develops strategies and 

plans addressing contingencies and recovery operations. The operations team will 

coordinate with the facility team to synchronize operations and to successfully bring up 

services and systems using alternate locations, back-up systems, mobilized resources, 

temporary work procedures, and pre-determined or impromptu work around plans.  

o Representatives from [organization name] departments with departmental 

knowledge, basic administrative skills, or technical expertise will staff the 

operations team. 

 

Roles and Responsibilities:  

 

 Policy Group:  

 Authorize COOP activities 

 Provide policy decisions and direction 

 Coordinate inter-agency and media communications 

 Promote coordination among departments 

  

COOP Team: 

 Coordinate COOP activities including planning, technical, and facility support. 

 Implement policy directives related to COOP 



Continuity of Operations Plan: A Template  

 

 

23 

      

 Oversee safety and security of COOP personnel and activities 

 Manage COOP related public information 

 Coordinate COOP procurement and contracts when beyond department level 

 Assess and report on status of delivery of essential functions to policy group 

  

Facility Team: 

 Support alternate site selection through assessments 

 Ready critical processes, systems, resources, and locations necessary to support 

essential functions 

 Coordination with the operations team for site occupation 

 Coordinate locating/contracting for non-[organization name] owned alternate 

facility options 

  

Operations Team: 

 Provide department level situational awareness and requests for support for 

delivery of essential functions 

 Perform planning for return to operations, COOP activity sustainment, and 

contingency requirements 

 Provide logistical and technical support to departments to facilitate essential 

function delivery 
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Delegations of Authority:  

Generally, [Organization Name] pre-determined delegations of authority will take effect 

when normal channels of direction are disrupted and terminate when these channels have 

resumed. Predetermined delegations of authority may be particularly important in a devolution 

scenario. 

[Organization Name] has identified the following delegations of authority: 

 Orderly succession of officials to the position of [organization head] in the case of the 

[organization head]’s absence, a vacancy at that office, or the inability of the 

[organization head] to act during an emergency or national security emergency. The 

delegation of authority for [organization head] is found in annex [insert location]. 

 [Add additional Delegations of Authority] 

[Organization Name]’s delegations of authorities are found at the continuity facility, at [insert 

location] and: 

 Are included as essential records 

 Are written in accordance with applicable laws ensuring that the organization’s mission 

essential functions are performed 

 Outline explicitly in a statement the authority of an official to re-delegate functions and 

activities, as appropriate 

 Delineate the limits of and any exceptions to the authority and accountability for officials 

 Define the circumstances, to include a devolution situation if applicable, under which 

delegations of authorities would take effect and would be terminated 

[Organization name] has informed those officials who might be expected to assume 

authorities during a continuity event. Documentation that this has occurred is found in annex 
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[insert location] and at the continuity facility. Further, [organization name] has trained those 

officials who might be expected to assume authorities during a continuity event at least annually 

for all pre-delegated authorities for making policy determinations and all levels using [training 

methods]. This training is reflected in the organization’s training records located [insert 

location].  

 

Orders of Succession:  

If the [organization head], Council Members, or Department Directors are unavailable during an 

emergency, the [organization name] has an established orders of succession and, when 

appropriate, delegations of authority to support continuation of [organization name] government. 

The [organization name] recognizes the importance of leadership in the delivery of essential 

functions and thus has identified the following order of succession, based on position, to support 

operations during and emergency or disaster. Insert your information here, or adapt the example 

accordingly. 

 

Department Order of Succession by position 

[Organization Head] 1. Organization Head  

2. Organization Deputy  

3. Senior Department Head Court 1. Judge 

2. Court Administrator 

3. Court Supervisor 

4. Probation Supervisor 

Facilities 1. Facilities Services Manager 

2. Facilities Lead 

3. Facilities Tech III 
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CONCEPT OF OPERATIONS 

Implementation of the COOP is to be phases, the design of the early phases are towards 

the elements of preparedness and prior coordination, whereas the design and focus of the later 

phases are on restoring normal operations. 

 

Phased Implementation: 

 

Phase I: Readiness and Preparedness: 

  The phase I section is about readiness, the ability of an organization to respond to a 

continuity activation. This phase includes all organization continuity readiness and preparedness 

activities. 

 

Phase II: Activation and Relocation: 

The phase II section should explain COOP/COG plan activation procedures and/or 

relocation procedures from the primary facility to the alternate facility. This section should also 

address procedures and guidance for non-relocating personnel.  

 

Phase III: Continuity Operations: 

The phase III section should identify initial arrival procedures, as well as operational 

procedures, for the continuation of essential functions at an alternate facility.  
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Phase IV: Reconstitution Operations: 

The phase IV section should explain the procedure for resuming normal operations – a 

time phased approach may be most appropriate. This section may include procedures for 

returning to the primary facility (if available), or procedures for acquiring a new facility. 

Notification procedures for all employees returning to work must also be addressed. 

Organizations should also anticipate developing an after action report (AAR) to determine the 

effectiveness of COOP/COG plans and procedures. 

 

Essential Functions: 

Mission essential functions (MEFs) defines the roles and responsibilities of the 

organization. The [organization name] has to list down their roles and functions, ensuring they 

are performed accordingly and in a timely manner. [Your organization will need to list down the 

functions that are routinely performed by it and draft a plan to help carry out the functions at the 

time of disaster or disaster recovery. Listed are FEMA’s COOP MEFs to help identify and 

address those functions that are MEFs.] 

 To identify, prioritize, and document Essential Functions, [Organization Name] first 

identified all government functions and missions and reviewed which functions were 

directed by applicable laws, presidential directives, executive orders, and other directives.  

[Organization Name] government functions are [list government functions or location of 

list].    

 After recognizing all government functions, [Organization Name] located those functions 

that are MEFs.  MEFs are a defined and limited set of government functions that are 
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organization-level and must be continued throughout, or resumed rapidly, if normal 

activities are disrupted.  

  [Organization Name] utilized Annex B of the FEMA Federal Continuity Directive 2 to 

identify and analyze MEFs.  The components, processes, requirements, and 

interdependencies that guaranteed this performance of [Organization Name] MEFs have 

been identified using this documentation.  

 MEF Identification List is located at [specified location] and is maintained by 

[office/title].  

 After identifying all functions that are essential to the agency, each function should be 

prioritized according to its relationship to and support for national-level essential 

functions, or the organization's essential functions, as appropriate; the criticality of the 

function; and the likely COOP triggers and scenarios 

Essential Functions Telework Capability 

● [Organization Name] has assessed the organization’s essential functions to identify which 

functions the organization must conduct onsite and which functions the organization can 

conduct via telework, including evaluating the use of telework for supporting extended 

continuity operations and use by non-emergency relocation group personnel.    

The teleworking system of the organization must be evaluated. If there is any mistake associated 

with it, it has the chance to lead to grave errors emanating from the system in the future.  
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Annual review of essential functions and Business Process Analysis: 

This section highlights the essential functions of the organization that need to go through 

an annual review, assessing the technicalities, legalities and continued importance of the 

functions and re-evaluating the implications attached to them. If any practice of the organization 

is leading to the risk of an individual’s life, regardless of that person’s status, that practice would 

need to be immediately terminated. 

 [Organization name] conducts an annual review of its essential functions and business 

Process Analysis (BPAs).   
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PHASE ONE: READINESS AND PREPAREDNESS 

This phase applies to all county level agencies, activities, and systems in local government 

operations.   

[Organization name] ensures that all subordinate government practices and activities are ready 

and prepared for all essential functions regardless of operating environment by focusing on two 

distinct areas: 

 Organizational Readiness and Preparedness 

 Staff Readiness and Preparedness 

 

Organizational Readiness and Preparedness 

[Organization name] incorporates several components into their preparedness program 

including previously identified hazards and threat warning systems:  

 Hazards:  Hurricanes and Tropical Storms, Tornadoes, Flooding, Pandemics, 

Nuclear Facilities, Earthquakes, Hazardous materials, Terrorism, Cyber-Attacks, 

Transportation, Civil Disorder, Dam Failure, Severe Winter Weather, Droughts 

 Threat Warning Systems: [Insert, if any, any additional organization readiness and 

preparedness measures tied to other warning and threat systems.] 

 

Staff Readiness and Preparedness 

[Organization name] and subordinate government personnel will develop a family 

support plan through www.ready.gov to increase awareness and generate emergency plans for 

each family.  Plans [will/will not] be filed with their supervisors. 
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[Organization name] will develop and strategically station continuity kits designed in a 

posture for quick and complete retrieval of necessary equipment.  [Organization name] 

personnel are responsible for prepositioning the kits at preplanned continuity sites or carrying 

them there immediately following the emergency.  Each organization will develop and maintain 

continuity kits checked [at this frequency].  Contents of continuity kits by section/department can 

be found [at this specific location]. 

[Organization name] will also conduct continuity readiness and preparedness refreshers 

through multiple modes of training on a regular basis. 

 

Continuity Locations: 

All organizations should identify and maintain at least one alternate facility and a 

Devolution site.  These sites could include alternate uses of existing facilities or virtual office 

options for the relocation of a limited number of key leaders and staff, located where the 

potential disruption of the organization’s ability to initiate and sustain operations is minimized. 

This section should explain the significance of identifying an alternate facility, the requirements 

for determining an alternate facility, and the advantages and disadvantages of each location.  

 

Alternate Site Information: 

The [organization name] primary continuity facility is located at [facility name and address]. 

A map of the surrounding area, including directions and route from the primary operating 

facility, is located below [list location].  Additional facility details are as follows: 

 This facility is [rented/owned] by [organization name].

 [Important contact information for the site, including security, medical, and on- site 
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personnel.]

 [Security and access requirements.]

 [Medical support at or near the site.]

 [Other amenities available at or near the site, including restaurants, stores, banks, and 

gas stations.]

 

Devolution Site Information: 

The [organization name] devolution facility is located at [facility name and address]. A 

map of the surrounding area, including directions and route from the primary operating 

facility, is located below [list location].  Additional facility details are as follows: 

 This facility is [rented/owned] by [organization name].

 [Important contact information for the site, including security, medical, and on- site 

personnel.]

 [Security and access requirements.]

 [Medical support at or near the site]

 [Other amenities available at or near the site, including restaurants, stores, banks, and 

gas stations.]

Repeat this information for each additional continuity facility used by your organization. 
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Interoperable Communications: 

[Organization name] has identified available and redundant critical communication 

systems located at the continuity facility. Further, [organization name] maintains fully capable 

continuity communications that could support organization needs during all hazards and gives 

full consideration to supporting social distancing operations including telework and other virtual 

offices. These systems provide the ability to communicate within and outside the organization 

and are found [insert location].  

In accordance with the National Communications System’s Directive 3-10, (if applicable), 

[organization name]: 

 Maintains and has readily available for a period of sustained usage of no less than 30 

days, or until normal operations could be reestablished, the required communications 

capabilities to be used during a continuity event and reflected in training records. 

Training records are maintained by [insert office/title] and are located [insert location].  

Train continuity personnel in the use of communications capabilities and IT systems to be 

used during a continuity event and reflected in training records. Training records are maintained 

by [insert office/title] and are located [insert location].  

Including a continuity communications chart to track modes of communication systems that 

support your organization’s essential functions is highly recommended. 

Communication 

System 

Current 

Provider 

Services 

Provided 

Emergency  

Services 

Alternate 

Providers or Modes 
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●   The [organization name] has located available and redundant critical communication 

systems at the primary operating facility and continuity facility.  Furthermore, 

[organization name] maintains continuity communications that are fully capable of 

supporting organization needs during all hazards, including pandemic and other related 

emergencies, and give full consideration to supporting social distancing operations 

including telework and other virtual offices.  In addition, [organization name] maintains 

communications equipment to be used by employees with disabilities and hearing 

impairments.    

● All [organization name] communications which are necessary and required and IT 

capabilities have to be operational as soon as possible following continuity activation 

and, in any case, within [# of] hours following continuity activation.   

 

Vital Records: 

The records specialist is to review the status of essential files, records, and databases.  

Essential or vital records refers to information systems and applications, electronic and hardcopy 

documents, references, and records, to include classified or sensitive data, needed to support 

PMEFs and MEFs during a continuity event. [Organization name] has incorporated its essential 

records program into the overall continuity program, plans, and procedures.  

 

[Organization name]’s essential records program incorporates into the overall continuity plan 

with a clear authority to include: 

 Policies 
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 Authorities 

 Procedures 

 Written designation of [organization name] essential records manager 

[Organization name]’s official essential records program: 

 Identifies and protects those records that specify how an organization will operate in an 

emergency or disaster 

 Identifies those records necessary to the organization’s continuing operations 

As soon as possible after activation of the continuity plan, but in all cases within [# of] hours 

of activation, the continuity personnel at the continuity facility for [organization name] must 

have access to the appropriate media for accessing essential records, including: 

 A local area network 

 Electronic versions of essential records 

 Supporting information systems and data 

 Internal and external e-mail and e-mail archives 

 Hard copies of essential records 

 [Insert any other media here specific to organization] 

 

Identifying Essential Records:  

[Organization name] has identified the following as vital to its operations, and has 

assigned responsibility for those records to [personnel or office], which includes a combination 

of continuity personnel, personnel in the Chief Information Officer’s department, and records 

management personnel. [Organization name] maintains a complete inventory of essential 



Continuity of Operations Plan: A Template  

 

 

36 

      

records, along with the locations of and instructions on assessing those records. These records 

are located at [location/ office].  

[Organization name/ office] developed and maintains an essential records plan packet, which 

is an electronic or hard copy compilation of key information, instructions, and supporting 

documentation. The [organization name] essential records plan packet is located at [specified 

location]. The packet includes: 

 A hard copy or electronic list of [organization name] key organization and continuity 

personnel with up-to-date telephone numbers 

 An essential records inventory with precise locations of essential records prepared by 

[office] 

 Updates to essential records 

 Necessary keys or access codes 

 Listing of the access requirements and sources of equipment necessary to access the 

records 

 [Organization name] continuity facility locations 

 Lists of records recovery experts and vendors provided by [office] and located at 

[location] 

 A copy of the [organization name] continuity plan 

 [Insert any other documents included in the packet] 

This packet will be annually reviewed by [office] with the date and names of the personnel 

conducting the review documented in writing to ensure that the information is current.  

 

Systems and Equipment: 
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This section should address the organization’s mission critical systems and equipment 

necessary to perform essential functions and activities. Organizations must define these 

systems/equipment, as well as the method employed to transfer or replicate those 

systems/equipment at an alternate site. 

 

System or Equipment Name Current Location Other Locations 

   

   

   

 

Training, Testing and Exercises (TT&E):  

The [organization name]’s training specialist is to develop and lead the continuity of 

operations training to plan the COOP exercises. TT&E includes measures to ensure that an 

agency's COOP program is capable of supporting the continued execution of its essential 

functions throughout the duration of a COOP situation. TT&Es are an extremely important 

component of the overall COOP program. 

TT&E programs should be a blend of test, training, and exercise events to ensure that it is 

comprehensive in that it includes all three components. 

Continuity Exercise Record: 

On an annual basis, [organization name] conducts exercises for both HQ and non-HQ 

components that incorporate the deliberate and preplanned movement of Continuity personnel to 

an alternate site.  

[Annual Exercise Record] 

[Date of Exercise:] 

[Certified by:] 
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[Organization name] maintains a robust TT&E program that compiles with the DHS-mandated 

National Exercise Program as appropriate.   
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PHASE TWO: ACTIVATION 

Activation is designed to limit disruption of services to less than 12 hours and to ensure the 

ability to attain operational capability at continuity sites with minimal disruption to operations. 

Once the activation occurs, all essential personnel will receive an automated message by text, 

email, and phone call notifying them of the situation. One additional effective, external way of 

notifying essential personnel of the event and continuity situation is the news media. Once the 

[organization head] or the highest available employee in the line of succession receives the 

notification, they will begin to assess all available information before making personnel 

decisions. According to FEMA’s guidance for non-federal governments, that information 

includes: 

 Employee safety 

 Employee health 

 Status of communication systems, servers, essential equipment, and vital records 

 The possible duration of the continuity situation 

 

Each organization will execute activation plans based on unique assessments of:  

 Decision Process Matrix 

 Alert and Notification Procedures 

 Relocation Process 
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Decision Making Process 

To determine if activation is warranted, consider the following: 

 Is a threat aimed at personnel, facilities, or areas within the region? 

 Will personnel, facilities, or infrastructure be affected? 

 Will normal operations be affected?  If so, what time period is anticipated in order to 

return to normal operations?  Will this timeline impact decision to activate COOP? 

 

COOP leadership of [organization name] will meet (either in person or via approved 

communication device) to determine which COOP activities are immediately necessary and the 

steps for implementation. Continuity plan activation is a scenario-driven process that allows 

flexible and scalable responses to the full spectrum of emergencies and other events that could 

disrupt operations with or without warning during duty and non-duty hours. [Organization 

name]’s COOP will be activated based on the type and severity of the emergency according to 

one of the following methods: 

 Activation from the state governor, county executive or county commissioner, local 

mayor, city mayor, or city administrator  

 Activation from organizational head, or a designated successor for the entire 

organization, based on an emergency or threat directed at the specific organization 

 Unique activation methods for county, local, or organization which will then be 

submitted to [the appropriate authority] for reference and will be stored [at this specific 

location] 

Unique and unidentified threats and hazards can be adequately planned for and COOP 

activation may not be possible because normal operations may not be hindered, or the 
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consequences are unforeseen.  Adaptive planning and reliance on appropriate codification are 

essential for continuity operations.  Therefore, the following decision-making matrix is provided: 

[Insert Your Decision Matrix (below is an example from FEMA)]:  

Sample Decision Making Process 

 During normal business 

hours 

Answer/Action Outside of normal 

business hours 

Answer/Action 

Event 

with 

Warning 

 

Is threat aimed at 

personnel, facilities, or 

surrounding areas? 

 

 

 

Is there a threat to the 

health/safety of personnel 

in target area? 

Yes/activate 

No/ do not 

activate 

 

 

 

Yes / activate 

No / do not 

activate 

Is threat aimed at 

personnel, facilities, 

or surrounding areas? 

     AND 

 

Is there a threat to the 

health/safety of 

personnel upon return 

to area? 

No / do not 

activate 

Yes   

 

AND 

 

Yes/ do not 

activate 

No / activate 

Event 

with NO 

warning 

Are persons and/or 

facilities affected? 

 

 

 

How soon must agency be 

operational? 

Yes/ activate 

No/ Do not 

activate 

 

 

Within 6 hours/ 

activate 

Next day / do 

not activate 

Is a facility affected 

 

 

AND 

 

How soon must 

agency be 

operational? 

No / do not 

activate 

Yes   

 

AND 

Within 6 hours / 

activate 

Next day / do not 

activate 

 

The [appropriate authority] will keep informed of the threat environment using all effective 

means.  The [appropriate authority] will evaluate all available information regarding: 

 Guidance from higher authorities 

 Health and safety of personnel 

 Ability to execute essential functions 

 Changes in threat advisories 

 Intelligence reports 



Continuity of Operations Plan: A Template  

 

 

42 

      

 Effects on communication systems, information systems, office facilities, other vital 

equipment 

 Duration of emergency situation 

 [Other agency considerations] 

 

Alert and Notification Procedures:  

Your organization maintains plans and procedures for communicating and coordinating 

activities with personnel before, during and after a continuity event. 

[Organization name] maintains plans and procedures for communicating and coordinating 

activities with key personnel before, during, and after a continuity event. 

Before an event, [organization name] personnel will monitor advisory information including 

[currently used systems and methods].  In the event normal operations are interrupted or an 

incident appears to be imminent, [organization name] will take the following actions: 

 The organizational head or successor will notify appropriate office and/or personnel of 

continuity plan activation. 

 If necessary, key staff members will be notified of COOP activities to provide support of 

essential activities at primary or alternate site.  

 [Insert notification steps to include groups and required responses upon notification.  Is 

there an advanced response team identified to prepare the continuity site?] 

 During working hours: If plan activation occurs during work hours, the [responsible 

authority] or the highest available employee in the line of succession will deploy 

essential personnel to the secondary continuity facility if necessary. Non-essential 

personnel should also receive information on whether they should leave work or wait for 
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further instructions. All employees who need to leave the primary facility — either to go 

home or relocate to a different facility — must receive instructions on how to keep 

themselves and their families safe as well as an update on traffic conditions. 

 During non-working hours: If plan activation occurs during non-working hours, the 

[responsible authority] or the highest available employee in the succession line will 

activate the call tree to notify essential employees to report to work at a designated time 

and location (primary or secondary facility or alternate location). If it is safer for 

employees to work remotely — and if remote access is available — they should be 

promptly informed. All non-continuity personnel should stay home but should be ready 

to report to work if needed. The [responsible authority] or the highest available employee 

in the line of succession will be responsible for staff replacements. 

  [Organization name, office name] will notify family members, next of kin, and 

emergency contacts of continuity plan activation 

 

Relocation Process: 

[Organization name] will relocate continuity personnel and essential records to the 

continuity facilities as necessary after the continuity plan is activated and personnel are notified.  

The organization’s continuity personnel will relocate to the continuity facilities to perform 

essential functions and other continuity related tasks.  A map and directions to the continuity 

facility will be included as part of the continuity plan and will be located [at this specific 

location].  

Emergency procedures during WORKING HOURS will be implemented as follows: 
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 Continuity personnel, including advance team personnel, will depart to the designated 

continuity facility from the primary operating facility or current location using [method of 

transportation.  Provisions made for transporting disabled continuity employees no later 

than this many hours after notification.] 

 Non-continuity personnel present at the primary operating facility or other location will 

receive instructions from the [appropriate authority]. 

 Safety precautions will be made known at time of notification for routes to use when 

leaving primary facilities and approaching contingency facilities.  

Emergency procedures during NON-WORKING HOURS will be implemented as follows: 

 Advance team members will deploy to the continuity facility from their current location 

using [method of transportation.  Provisions made for transporting disabled continuity 

employees no later than this many hours after notification.] 

 Continuity personnel will depart to the assigned continuity facility from their current 

location using [method of transportation.  Provisions made for transporting disabled 

continuity employees no later than this many hours after notification.] 

 Non-continuity personnel will remain at their residence or other designated facility to 

wait for further instructions. 

The [appropriate authority] will coordinate non-continuity personnel to replace or augment 

continuity personnel during activation as needed.  Non-continuity personnel will remain 

available to replace or augment continuity personnel as required. The [appropriate authority] 

will direct their organization’s non-continuity personnel to move to [designated location] until 

further notice.  
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Essential personnel report to work:  

As essential personnel arrive, they must report to the [responsible authority] or the 

highest available employee in the line of succession. During working hours essential personnel 

will likely be at the main facility. Eyes on essential personnel will be required. The 

determination of who should be released and if it is safe to do so will be up to the discretion of 

the [appropriate authority] or the highest available employee in the line of succession. Some 

emergency conditions may indicate better safety for nonessential personnel at the main facility 

for a certain time. If the release of non-essential personnel can occur safely, personnel should 

maintain contact with the facility for updates on work conditions. Essential and non-essential 

personnel should ascertain the safety of their families and initiate their FEMA-recommended 

family support plan if the need arises. During non-working hours essential personnel will report 

to the [appropriate authority] or the highest available employee in the line of succession at 

whichever facility or work remotely as the emergency dictates. Again, eyes on essential 

personnel or their replacements is required to ascertain their location, safety, and health. All non-

essential personnel should indicate as soon as possible their health and safety status and that of 

their families. Again, essential and non-essential personnel should ascertain the safety of their 

families and initiate their FEMA-recommended family support plan if the need arises. 

If a continuity plan is activated, [purchasing authority] will be available to procure all 

necessary supplies and personnel not currently secured for an emergency basis.  Instructions for 

these actions are found at [specified location]. 
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Establish Operations: 

The COOP Team will inform the policy group when facilities, systems, or resources are 

prepared to support delivery of essential services. Departments will provide essential services to 

the best of their ability with the capability available. 

[Organization name] will notify appropriate subordinate departments as well as 

interdependent entities of activation, operational and communication status, and anticipated 

duration of relocation.  These entities will include: 

 Continuity facilities and on-site support teams 

 [Organization name]’s operations center with appropriate contact information 

 Organization and other entities with information regarding continuity activation 

 Organization’s continuity facility, operational and communication status, and anticipated 

duration of relocation 

 ALL Organization employees with guidance for continuity activation 

 Organizational headquarters 

 Subordinate organizations 

 [Other points of contact, adjacent organizations, customers, stakeholders, and 

interdependent agencies] 
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PHASE THREE: CONTINUITY OPERATIONS 

Upon activation of the continuity plan, the [organization name] will continue to operate 

at its primary operating facility until ordered to cease operations by the [appropriate authority] 

using [method of notification and communication]. At that time, essential functions will transfer 

to the continuity facility.  The [organization name] should ensure that the continuity plan can be 

operational within [12 hours of plan activation]. 

The advance team will prepare the continuity site for occupation and are responsible to do 

the following: 

 Ensure infrastructure systems such as power, and HVAC are functional 

 Prepare check-in duty station for ERG arrival 

 Address telephone inquires from ERG and non-ERG staff 

 [Other tasks will be listed here] 

In-processing of continuity personnel will be conducted to ensure accountability.  In-

processing procedures are conducted [specific location] and will include: 

 [Tasks which are determined by appropriate authority] 

 [How to obtain roster of continuity personnel during continuity operations] 

 [Process for reaching continuity personnel who have not in-processed for accountability] 

 [Identify all organizational leadership at the continuity facility if multiple departments or 

entities share space] 

The [organization name] continuity personnel will do the following upon arrival at the continuity 

facility: 

 Report immediately to [specific location] for check-in and in-processing 
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 Receive all applicable instructions and equipment 

 Report to their preplanned workspace as identified in [specific location] or as otherwise 

updated during the activation process 

 Retrieve pre-positioned information and activate specialized systems or equipment from 

advance team 

 Monitor the status of the [organization name]’s personnel and resources 

 Continue the [organization name]’s essential functions 

 Prepare and disseminate instructions and reports as required 

 Comply with any additional continuity reporting requirements with the [organization 

name] 

 Notify family members, next of kin, and emergency contacts of preferred contact 

methods and information 

 [Other tasks] 

 

A requirement of continuity personnel is to account for all the [organization name] personnel.  

The [organization name] will use the following processes to account for all personnel in 

succession should the first system fail: (this should be personalized to your organizations 

communications plan)  

Primary: [Telephone trees] 

Alternate: [1-800 number] 

Contingency: [Alert and notification system] 

Emergency: [website] 
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During contingency operations, [appropriate authority] maintains authority for emergency 

acquisition and may need to acquire necessary personnel, equipment, and supplies on an 

emergency basis to sustain operations for up to 30 days or until normal operations can be 

resumed.  Instructions for these actions are found [specific location].  

 

Communications: 

The public needs to be aware of the various functions of the organization. The COOP 

section for the communication is critical to provide an active and sustainable emergency 

communication infrastructure and system to deliver effective communication between the public 

and the authorities during a crisis. The image of the organization’s value is at stake. If it is not 

able to convince the public about its ability to recover well, the trust and credibility has the 

chance of falling steeply. It is essential to build a reliable communication system to provide 

effective communication during emergency responses for both the county and the public 

The organization needs to communicate with other government personnel in order to 

provided situational awareness and continuous updates. In addition, the [organization head] and 

other authorities have to appropriately communicate the situation to individuals within the 

organization. Their awareness will pave the way towards making sure that the organization 

remains on the right path. If proper communication does not occur, the potential exists of large-

scale barriers developing within the organization because of the lack of awareness by the internal 

and external stakeholders about the process of interdependent recovery plan.  
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Human Capital Management:  

The effective management of human resources is a key success factor for the systematic 

and successful execution of the continuity plan. From the initial stage (the development of a 

COOP) to execution of the continuity plan, human resources play a major role. In this context, 

human resources do not only indicate the top-level and middle-level managers, such the directors 

or communication managers or training managers, but to all staff members. These staff members 

are critical to the accomplishment of the COOP by responding to the emergency and issues, their 

role in pre-disaster planning, recovery procedures and long-term response to emergencies and 

complicated conditions.  
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PHASE FOUR: RECONSTITUTION OPERATIONS 

Reconstitution is the transition back to normal operations in the primary operating 

facility. The [organization head] may designate a Reconstitution Manager to deal with the 

complexity of reconstitution issues. Reconstitution focuses on restoring business operations to 

normal or improved services. This phase is initiated once all mission essential functions have 

been restored. Organizations must identify and outline a plan to return to normal operations once 

organization’s heads or their successors determine that reconstitution operations for resuming 

normal business operations can be initiated.  

 

Reconstitution Considerations: 

To determine implementation strategies, the reconstitution manager, in coordination with the 

COOP Team and Policy Group, should consider the following:  

● Is a damage assessment necessary?   

● When can the damage assessment start?   

● Who is the lead individual to perform the damage assessment?  

● Is the primary facility able to be repaired, or does the organization need a different/new 

 facility?  

● Are repairs warranted?  

● When can repairs start?  

● Who is responsible for managing the repairs?  

● Are there any mitigation strategies that can be implemented before reoccupying the 

 facility?  
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Before returning to the primary facility or another permanent facility, the reconstitution 

manager, in coordination with the COOP Team and Policy Group, should consider the 

following:  

● Is it safe to return to the primary facility?  

● Is security sufficient?  

● Are health (physical or mental) assessments or health related mitigation 

 strategies warranted?  

Upon a decision by the reconstitution manager that reoccupation of the primary facility can 

occur, or the establishment of the organization in a different facility, consider the following:   

● Are all systems, communications, and other required capabilities available for normal 

 operations?  

● What is the prioritized order of functions, personnel, and records to be brought back to 

 the facility?  

● Who should be notified?  

o Staff/Employees  

o Supervisors/leadership/higher authorities  

o Customers 

o General Public  

o Vendors/suppliers  

o Family members  

o Media (including social media) 
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The reconstitution plans are viable regardless of the level of disruption that originally 

prompted implementation of this plan. Once the COOP team and policy group has made this 

determination in coordination with the Office of Emergency Management (OEM), and other 

necessary authorities, one or a combination of the following options may be implemented, 

depending on the situation:  

 Continue to operate from alternate facility.  

 Reconstitute the facility and begin an orderly return to the facility. 

 Begin to establish reconstituted operations in some other facility.  

 

Activities associated with reconstitution, once facility location is determined, include: 

● Verifying that all systems, communications, and other required capabilities are available 

and operational, and ensuring the capability to accomplish all essential functions and 

operations at the new or restored facility. 

● Identifying if any records were affected by the incident and ensuring the effective 

transition or recovery of essential records and databases.  

● Conducting an after-action review of COOP operations and effectiveness of plans and 

procedures as soon as possible; identify areas for correction and improvement. 

 

PROCEDURES: 

It is important to organize personnel for this activity. Timeframes for terminating 

devolution are dependent on the nature and intensity of events/incidents that activated this COOP 

Plan. 
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Within [insert time period] of activation for relocation, the following individuals will initiate 

and coordinate operations to salvage, restore, and recover affected facility after receiving 

approval from the appropriate County, local, State, and Federal law enforcement and emergency 

services:   

● The [appointed authority] will serve as the reconstitution manager for all phases of the 

reconstitution process and is located at [organization name/department]. 

● Each [organizational element], will designate a reconstitution point-of-contact (POC) to 

work with the reconstitution manager to cascade information to office personnel of 

developments regarding recovery procedures. 

 

Reconstitution procedures will commence when the reconstitution manager or his/her 

authorized representative ascertains that the emergency has ended and is unlikely to reoccur, in 

consultation with the OEM, and recommends such action to [organization 

leadership/committee]. 

 Prior to relocating to another facility, the reconstitution manager will conduct appropriate 

security, safety, and health assessments to determine building suitability and verify that all 

systems, communications, and other required capabilities are available and operational so that  

[organization name] is fully capable of accomplishing all essential functions and operations at 

the new or restored facility.    

Once suitability and other factors have been determined, the reconstitution manager will 

notify reconstitution point-of-contacts (POCs) that the emergency or threat of emergency has 



Continuity of Operations Plan: A Template  

 

 

55 

      

passed and communicate actions required of personnel in the reconstitution process using 

established calling trees.  

 

Prior to relocation to pre-identified alternate relocation facility (ies): 

 Within [Insert Time Period] of POC notification of location suitability, each organization 

element will ascertain:    

o current effective staff levels and develop procedures, as necessary, for restructuring 

staff  

o departmental operational assessments regarding vital records, information security 

and communication needs, as well a communication plan for staff.  

 Organization element managers and designated staff will work through this procedure. 

 

Upon verification that the required capabilities are available and operational and that each 

office/department is fully capable of accomplishing all essential functions and operations at the 

new or stored facility, the reconstitution manager will begin supervising a return of personnel, 

equipment, and documents to the normal operating facility or a move to another temporary or 

permanent primary operating facility.   

 

Termination: 

When the continuity personnel, equipment, and documents are in place at the new or restored 

primary operating facility, the remaining staff from affected offices/departments at the alternate 

relocation facility or devolution site will: 

 Transfer essential functions  
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 Cease operations 

 Deploy to the new or restored primary operating facility 

 

The reconstitution manager shall oversee the orderly transition from the alternate relocation 

facility of all functions, personnel, equipment, and records to a new or restored primary 

operating facility. Once the move to the new facility is complete, notifications will be made to all 

affected and interdependent agencies with information regarding operational and communication 

status. 

The following two tables are provided as samples for the reconstitution manager to utilize as 

needed.  

 

Possible Reconstitution Events and Responsible Agency 

Event (Example) Lead Reconstitution Department 

(Example) 

Loss of Buildings Public Works 

Loss of Personnel Human Resources 

Loss of Network Infrastructure Information Technology 
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Reconstitution Checklist Task Designee(s) Completion Date 

1 Resume operations for each department   

2 Appoint logistics manager   

3 

Inventory and salvage useable equipment, 

materials, records, and supplies from 

destroyed facility, if applicable 

  

4 

Survey condition of office buildings and 

determine feasibility of salvaging, restoring, 

or returning to original offices when 

emergency subsides or is terminated 

  

5 
Develop long-term reconstitution and 

recovery plans 

  

6 
Track status and restoration efforts of all 

essential functions 

  

7 

Conduct transition of all functions, 

personnel, and equipment from alternate 

location back to designated facility 

  

8 

Inform the point of contact at the alternate 

facility / location and other points of contact 

that your staff and functions will be leaving 

the alternate site. 

  

9 
Determine loss of the department’s 

inventory for insurance report 

  

10 
Schedule initial review meeting with clients, 

public, and vendors to hold a briefing 

  

11 
Provide Psychological/Counseling support 

to staff as needed. 

  

12 Develop and communicate a press release   

13 Conduct an After Action Review    

 

Plan Evaluation and Remedial Actions 

Once back in a primary operating facility, [organization name] will identify lessons 

learned, best practices, and improvement needs. This includes: 

 Developing an AAR/improvement plan for the purposes of summarizing the 

reconstitution event 

 Identifying opportunities to improve and enhance the organization’s continuity 

program, plans, and capabilities 
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 Developing an approach and plan to implementing improvements 

 

The AAR will address the effectiveness of the continuity plans and procedures, identify areas 

for improvement, document these in the [organization name] corrective action program (CAP), 

and then develop a remedial action plan as soon as possible after the reconstitution. AAR and 

CAP documentation are maintained by the [appropriate office] and are found [specific location]. 

 

The COOP event will be considered at an end when the following criteria have been met: 

 Primary location is fully functional 

 All division functions (essential and non – essential) have resumed 

 The alternate location is returned to its original condition 

 A formal after action report has been written 

 Communication to all effected parties, including the media and the public, have been 

made 

 

Notification of operational changes will be provided to the public through as many available 

communication channels as possible, including but not limited to social media, the public, 

recorded information hotline, reader boards, cable TV channels, local media, site webpage, and 

postings at facilities.  

The [organization name] recognizes that many people leverage social media for 

informational updates, below is a list of [organization name] managed digital media 

communication accounts that may be used to communicate changes in regards to services, 

delivery or location. [insert list below] 
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DEVOLUTION OF CONTROL AND DIRECTION 

The [organization name] is prepared to transfer all of its essential functions and 

responsibilities to personnel at a different location should emergency events render leadership or 

staff unavailable to support the execution of the [organization name]’s essential functions. If 

deployment of continuity personnel is not feasible due to the unavailability of personnel, 

temporary leadership of the [organization name] will devolve to [appropriate office and 

location]. 

The [appropriate office] maintains responsibility to ensure the currency of the 

[organization name]’s devolution plan.  The [organization name]’s devolution plan: 

 Includes the elements of a viable continuity capability: program plans and procedures, 

budgeting and acquisitions, essential functions, orders of succession and delegations of 

authority specific to the devolution site, interoperable communications, essential records 

management, staff, TT&E and reconstitution. The [organization name]’s devolution plan 

is located [in appendix # and at this specific location]. 

 Identifies prioritized essential functions, defines tasks that support those essential 

functions, and determines the necessary resources to facilitate those functions. The list of 

prioritized essential functions for devolution is found [in appendix # and at this specific 

location]. 

 Includes a roster that identifies fully equipped and trained personnel who will be 

stationed at the designated devolution site and have the authority to perform essential 

functions and activities when the devolution option of the continuity plan is activated. 

The devolution personnel roster is found [in appendix # and at this specific location]. 
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 Identifies what would likely activate or “trigger” the devolution option and specifies how 

and when control and direction of the [organization name]’s operations will be 

transferred to and from the devolution site. Devolution activation protocols or “triggers” 

are found [in appendix # and at this specific location]. 

 Lists or references the necessary resources to facilitate the immediate and seamless 

transfer of and performance of essential functions at the devolution site. The list of 

necessary resources for devolution is found [in appendix # and at this specific location]. 

 Establishes and maintains reliable processes and procedures for acquiring the resources 

necessary to continue essential functions and to sustain those operations for extended 

periods. The [appropriate authority] is responsible for acquiring resources during a 

devolution situation. Acquisition processes and procedures are found [in appendix # and 

at this specific location]. 

 Establishes and maintains a capability to restore or reconstitute the [organization name] 

authorities to their pre-event status upon termination of devolution. 

Procedures for Devolving Essential Functions to Devolution Emergency Relocation Group 

(DERG) at Devolution Site: 

The transition of MEFs to the DERG at the Devolution site is an important step and may 

be conducted with warning or without warning.  The [organization name] has taken the 

following steps to prepare in advance for devolving to the DERG at the Devolution site: [outline 

steps, or state plan name and location where steps are outlined]. 
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COOP PLAN MAINTENANCE 

This section discusses the activities associated with maintaining the COOP plan.  It is 

important to set up a maintenance time-frame and designate responsibility for ensuring that it is 

completed.  It also details who is responsible for maintenance of the actual plan.  Sample 

language and a sample maintenance schedule are below.  A plan should be updated at least 

annually but more often if personnel change, equipment changes, or new processes are instituted 

for protecting vital records. 

 

Plan Maintenance: 

[Organization name]’s [insert name of department] department is the lead in ensuring 

that the COOP plan is updated and maintained in accordance with established schedules.  

Whenever the plan is updated, it should be reissued with the update recorded on the COOP Plan 

Record of Changes.  The following lists identify major responsibilities of essential personnel and 

leadership required for development and maintenance of [organization name]’s COOP planning 

program. 

 

The [agency head or individual and title in charge of the COOP planning program] is 

responsible for: 

 Leading and ensuring overall support and execution of the COOP planning program 

 [insert responsibilities] 

The COOP Coordinator is responsible for:  
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 Ensuring that the plan is maintained and revised, according to the schedule developed by 

the COOP Team 

 Coordinating the COOP training, testing, and exercise program. 

 [insert responsibilities] 

The COOP Team is responsible for: 

 Creating a planning schedule and milestones for developing COOP capabilities and 

obtaining plan approval 

 [insert responsibilities] 

The [organization]’s agency’s personnel and contractors are responsible for: 

 Reviewing and understanding responsibilities related to COOP support functions and 

performance of essential functions at an alternate location 

 [insert responsibilities] 
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The following is a sample table of standard activities needed to maintain COOP plans and the 

frequency of their occurrence. 

 

Sample COOP Plan Maintenance Schedule 

Activity Tasks 

Department/

Personnel 

Responsible 

Frequency 

COOP plan update and 

certification 

Review entire plan for accuracy. 

 

Incorporate lessons learned and 

changes in policy and philosophy. 

 

Manage distribution. 

 

Annually 

Maintain orders of 

succession and 

delegations of 

authority 

Identify current incumbents. 

 

Update rosters and contact 

information. 

 

Semiannually 

Maintain alternate 

location readiness 

Check all systems. 

 

Verify accessibility. 

 

Cycle supplies and equipment, as 

necessary. 

 

Maintain point of contact 

information. 

 

Monthly 

Monitor and maintain 

vital records program 

Monitor volume of materials. 

 

Update and remove files. 

 

Ongoing 

Revise COOP 

checklists and contact 

information for 

essential personnel 

Update and revise COOP 

checklists. 

 

Confirm and update essential 

personnel information. 

 

Annually 
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Annex [#] ACRONYMS AND DEFINITIONS (SAMPLE) 

Acronyms 
 

■ AAR  After Action Report 

■ BIA  Business Impact Analysis 

■ CGC   Continuity Guidance Circular  

■ COG  Continuity of Government 

■ COOP  Continuity of Operations Plan 

■ CCMT  COOP/COG Management Team 

■ DHS  Department of Homeland Security  

■ DRT  Disaster Recovery Team 

■ EAS   Emergency Alert System 

■ ECO  Emergency Coordination Officer 

■ EOC  Emergency Operations Center 

■ EMAC  Emergency Management Assistance Compact 

■ EMAP  Emergency Management Accreditation Program 

■ ERG  Emergency Relocation Group 

■ FCD   Federal Continuity Directive   

■ FEMA  Federal Emergency Management Agency 

■ FOIA  Freedom of Information Act 

■ GIS  Geographic Information System 

■ HSEEP  Homeland Security Exercise and Evaluation Program 

■ ICS  Incident Command System  

■ MEMA  Maryland Emergency Management Agency 

■ ITDR  Information Technology Disaster Recovery 

■ MOU  Memorandum of Understanding 

■ NIMS  National Incident Management System 

■ NWS  National Weather Service 

■ OEM  Office of Emergency Management 

■ PIO  Public Information Officer 

■ POC  Point of Contact 

■ SMA  Statewide Mutual Aid 

■ RTO  Recovery Time Objective 
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Definitions (SAMPLE) 

■ Activation – When all or a portion of the COOP plan has been put into motion. 

■ Alternate Location – A location, other than the normal facility, used to process data and/or 
conduct essential functions in the event of a disaster.  Similar Terms: Alternate Operating 
Facility, Alternate Processing Facility, Alternate Office Facility, and Alternate 
Communication Facility. 

■ Business Impact Analysis (BIA) – A method of identifying the effects of failing to perform a 
function or requirement.  

■ Cold Site – An alternate site that is reserved for emergency use, but which requires the 
installation of equipment before it can support operations.  Equipment and resources must 
be installed in such a facility to duplicate the essential functions of an organization.  Cold 
sites have many variations depending on their communication facilities, uninterruptable 
power supply systems, or mobility. 

■ Continuity of Government (COG) – Preservation of the institution of government.  
Maintaining leadership through succession of leadership, delegation of authority, and 
active command and control. 

■ Continuity of Operations (COOP) – The effort to assure that the capability exists to 
continue essential functions across a wide range of potential emergencies.  

■ Continuity of Operations (COOP) Coordinator – Serves as the agency’s manager for all 
COOP activities.  The Coordinator has overall responsibility for developing, coordinating, 
and managing all activities required for the agency to perform its essential functions during 
an emergency or other situation that would disrupt normal operations.  The first step in 
the COOP planning process is selecting a COOP Coordinator.    

■ Continuity of Operations (COOP) Plan – A set of documented procedures developed to 
provide for the continuance of essential functions during an emergency. 

■ Delegations of Authority – Pre-delegated authorities for making policy determinations and 
decisions at headquarters, field levels, and other organizational locations as appropriate. 
Generally, these will be identified by position, and will take effect when normal channels of 
direction have been disrupted and will lapse when these channels have been reestablished. 

■ Devolution – The capability to transfer statutory authority and responsibility for essential 
functions from an agency’s primary staff and facilities to alternate staff and facilities and to 
sustain that operational capability for an extended period. 

■ Emergency Preparedness – The discipline which ensures an organization’s or community's 
readiness to respond to an emergency in a coordinated, timely, and effective manner. 
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■ Essential Functions – Activities, processes, or functions which could not be interrupted or 
unavailable for several days without significantly jeopardizing the operation of an 
organization.  Essential functions enable an organization to provide vital services, exercise 
civil authority, maintain safety of the general public, and sustain the industrial/economic 
base during a disruption of normal activities.  

■ Emergency Management Assistance Compact (EMAC) – Congressionally ratified compact 
that provides form and structure to interstate mutual aid.  During a disaster, it allows a 
state to request and receive assistance from other member states. 

■ Facility – A location where an organization’s leadership and staff operate, containing the 
equipment, supplies, and voice and data communication lines to conduct operations 
required to maintain business under normal conditions.  

■ Homeland Security Exercise and Evaluation Program (HSEEP) – A capabilities and 
performance-based program that provides terminology, doctrine, and policy for designing, 
planning, conducting, and evaluating homeland security exercises.  

■ Hot Site – An alternate facility that has the equipment and resources to recover the 
essential functions or information systems affected by the occurrence of a disaster.  Hot 
sites may vary in the type of facilities offered (such as data processing, communication, or 
any other essential business functions needing duplication).  Location and size of the hot 
site will be related to the equipment and resources needed.   

■ Implementation Procedure Checklist – A list of the immediate actions to take once the 
COOP plan is implemented.   

■ Incident Command System (ICS) – A management system used to organize emergency 
response.  ICS offers a scalable response to an incident of any magnitude, and provides a 
common framework within which people can work together.  These resources may be 
drawn from multiple agencies that do not routinely work together.  The system is designed 
to grow and shrink along with the incident, allowing more resources to be added into the 
system when needed and released when no longer needed.  The key aspect of ICS helps to 
reduce or eliminate the "who's in charge" problem. 

■ Key Personnel – Personnel designated by their division as critical to the resumption of 
essential functions and services. 

■ National Incident Management System (NIMS) – A consistent nationwide template to 
enable federal, state, local, and tribal governments, private-sector, and nongovernmental 
organizations to work together effectively and efficiently to prepare for, prevent, respond 
to, and recover from domestic incidents, regardless of cause, size, or complexity, including 
acts of catastrophic terrorism.  

■ Orders of Succession – A list that specifies by position who will automatically fill a position 
during an emergency in the event that any of those officials are unavailable to execute 
their legal duties. 
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■ Reconstitution – The process by which agency personnel resume normal business 
operations after the emergency or disruption ceases and is unlikely to resume, from the 
original or replacement primary operating facility. 

■ Record Retention – Storage of historical documentation for a set period of time usually 
mandated by state or federal law or by the Internal Revenue Service. 

■ Recovery – Implementation of prioritized actions required to return an organization’s 
processes and support functions to operational stability following an interruption or 
disaster.  

■ Recovery Time Objective (RTO) – The period of time in which systems, applications, or 
functions must be recovered after an outage.  

■ Response – Those activities and programs designed to address the immediate and short-
term effects of the onset of an emergency or disaster. 

■ Risk – Likelihood of an ongoing or impending concern that has a significant probability of 
adversely affecting business continuity. 

■ Risk Assessment – The identification and assessment of hazards. 
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END OF TEMPLATE 
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Recommendations 

The overall responsibility for the preparedness, mitigation, response and reconstitution 

from emergency events rests with the government.9 Local government is the only body that can 

develop the necessary policies, have the necessary resources and implement the planning and 

procedures needed to respond in their community effectively. 10 This outlines the increased need 

for each county to not only create and maintain a COOP, but also to continuously update, test 

and refine that plan. This is also why this group of authors have created this template. While we 

have a generally familiarity with some of the state’s counties, we recognize the importance and 

necessity of a template that is able to provide guidance, from which each individual county is 

able to craft the most effective plan for their community, as their priorities or likelihood of 

events may differ significantly from others. We do however offer the following 

recommendations in addition to the template provided.  

 Attach all documents identified within the COOP to it. 

 While they likely exist, update and amend any applicable Memoranda of Understanding 

with adjoining counties, ensuring they are applicable for conditions set forth in the COOP 

for all parties involved. 

 Ensuring updates of the COOP annually, accounting for changes in government needs 

and priorities, newly identified hazards, advances in technology or response measures 

and staff changes, maintaining a record of all changes made. 

 Ensure the county emergency management department works with every agency within 

the county government to help them establish a COOP that both aligns with the county 

COOP and provides for their agency to ensure continuity of their operations to the 
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community. These plans should be included as annexes to the overall COOP plan, and 

updated by the organizations annually. 

 Provide a copy of the county COOP to the SCEMD, to allow them knowledge of your 

plan, and the ability to better plan and prepare for support. This will also provide them a 

roadmap of who and where to provide any additional state provided aid to.  

 The purchase and maintenance of any equipment identified that is not on hand, from the 

large scale of emergency generators to alternate sites and the small scale of chargers, 

laptops and modems. This equipment should be tested regularly, and not used unless in 

the event of an actual event.  

 

Conclusion 

This paper outlines what a continuity of operations plan (COOP) is, and strives to define 

its importance at all levels of government, specifically though at the local level. While 

recognizing that South Carolina is a home rule state, and as such the SCEMD can only support 

our recommendations, we recommend that all counties in South Carolina ensure they have a 

working COOP regardless if it follows this template or not. While not all inclusive, the template 

provided should assist counties in their efforts to ask and answer the important questions in the 

development of their COOP, while providing a baseline of the minimum information needed. 

Finally, we provided some recommendations for best practices moving forward, in the hopes that 

this planning is not needed, but with the realization of preparedness is better than failure. We 

hope that each county can use the resources provided to better prepare for a hazardous event, 

regardless of notice, to minimize destruction, harm, and loss while increasing trust and safety 

within the community.  
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