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Executive Summary  

While Aiken County does have an Emergency Operations Plan (EOP) and remains 

prepared for and aware of any emergency events, there is a continuous threat of possible 

operations’ failure due to one of these emergencies. Therefore, it is imperative that the county 

have a Continuity of Operations Plan (COOP) in addition to the EOP. At the request of the 

director of the Aiken County Emergency Management Department, the Program Evaluation class 

in Augusta University’s Master of Public Administration program has created the following non-

technical COOP for Aiken County’s Information Technology (IT) department. This COOP will 

ensure the IT department’s ability to perform its essential functions if a human-made or natural 

disaster strikes the county. This COOP will help the IT department not only continue to operate 

its essential functions during the event but also recover and restore its normal operations 

following the disaster. In addition to providing the COOP, we recommend the county consider 

the following: 

 Creating of a COOP for each government unit within the county 

 Updating the COOP annually 

 Maintaining a record of changes to the COOP 

 Purchasing a backup generator for all locations 

 Conducting an analysis of all servers and ranking them in order of importance  

 Purchasing a third facility with full IT capabilities  

 Purchasing backup IT equipment. 
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1. Introduction 

When a disaster strikes, the wellbeing and survival of citizens depend not only on how 

fast governments can respond to it but on whether they can continue to perform its essential 

functions and serve people’s most basic needs. During a disaster, the most important factor for 

community recovery is the resilience and preparedness of the community itself — an important 

lesson learned as different levels of government responded to tragedies like hurricanes Katrina 

and Sandy.1 Local governments, therefore, are key players in emergency preparedness, 

mitigation, response, and recovery. Failure to plan for a large-scale disaster like Hurricane 

Katrina can lead to human suffering, destruction of property, and loss of lives.2 One aspect of 

emergency management planning that can help minimize harm and destruction is creating a 

continuity of operations plan (COOP) for local government. In this paper, we will define what a 

COOP is, why it is important, and why the Aiken County’s Information Technology Department 

(IT) needs one. Then, we will lay out a plan to ensure that the IT Department can continue to 

perform its essential functions during a human-made or natural disaster. Finally, we will give 

recommendations to the Aiken County Emergency Management Department and the IT 

Department so they can be better prepared for a continuity situation. 

The Homeland Security Council defines continuity of operations as “an effort within 

individual organizations … to ensure that Mission Essential Functions continue to be performed 

during a wide range of emergencies, including localized acts of nature, accidents, and 

technological or attack-related emergencies.”3 To put it more simply, continuity of operations 

ensures that “critical functions remain operational at all times.”4 Continuity of operations, 

therefore, relies on the identification of a unit’s essential functions as well as the types of human-
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made or natural threats that can negatively impact that unit’s ability to perform those functions. 

Through those functions, governments provide services that are crucial to the wellbeing of the 

people and communities they serve.5  These essential functions must continue to be performed 

during a disaster. A COOP lays out what governments or government units should do to continue 

to perform their essential functions in any adverse circumstance, with or without warning.6 

Whether implemented to deal with a catastrophic or minor event, a COOP is a standardized plan 

for the continuation of essential services in a vast array of events.7 

A COOP is necessary for most organizations that provide services or goods to people 

because of the importance of planning for disasters.8 Organizations that wish to survive a large-

scale disaster and continue to serve its customers or constituents should create a survival plan.9 

The events of 9/11 and Hurricane Katrina have shown the multitude of ways that emergencies 

can impact an organization, including the loss of people, damages to buildings and equipment, 

and interruptions of service — all of which can render an organization useless and unable to 

overcome the issues caused by the disaster.10 A COOP would help an organization faced with a 

disaster to not only continue to operate its essential functions during the event but also recover 

and restore its normal operations following the disaster. 

Goals of a COOP would include protecting employee safety, reducing operations’ 

disruptions, guarding equipment and vital records, and ensuring the continuous operation of the 

organization as well as its recovery.11 Additionally, the use of a COOP reduces risks and impacts 

during and after an emergency. The ability to protect critical infrastructure, employees and the 

public, and the stakeholders involved in the organization in any way depends on the successful 

creation and application of the COOP as well as the training of the staff who will implement the 

plan.12 
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The Aiken County IT Department, however, does not have a COOP. Creating the plan is 

the first step to ensure that the department will be able to perform its essential functions if a 

human-made or natural disaster strikes the county. According to the county’s Emergency 

Operations Plan (EOP), the county will step in during emergencies wherein municipalities are 

unable to support services, requiring resources and assistance from the county’s IT Department. 

As the director of the department says, “Every department is so dependent on IT these days.”13 

Because of that dependency, the top concerns of IT executives include the ability to continue 

operations and reinstate normal operations as fast as possible.14 Other top concerns from surveys 

include internal failures (e.g. power outages), natural disasters (e.g. floods), and human-made 

disasters (e.g. terrorism and hacking).15 The most fundamental reason for the IT department of 

any county to develop a COOP is the amount of reliance on technology for connections, 

communications, and other productivity measures.16 Therefore, the need for a COOP for the 

county’s IT Department is evident, given its widespread responsibilities. 

Specifically, Aiken County has suffered through some events that would be useful in 

illustrating the need for a COOP. According to the director of the Aiken County Emergency 

Management, an ice storm in 2014 created a continuity situation as the county had lost the only 

generator in the government building.17 The result was a broken communication with and within 

the government. Additionally, the power outage lasted long enough that essential services were 

reduced, and again, communication was down because of the loss of a specific set of servers. In 

2018, all but one IT employee had the flu at the same time, also creating a continuity situation 

for the IT Department.18  In addition to these emergencies, other natural disasters could impact 

the county and its IT Department. Weather disasters, such as hurricanes, flash flooding, and 

severe winter weather, top the list. While there has not been an incidence of terrorism or a 
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cyberattack, contingency plans should also be prepared for these events.19 According to Aiken 

County’s EOP, there is also a nuclear threat with Aiken County being in an emergency planning 

zone of two nuclear facilities and within the 50-mile ingestion pathway zone for three nuclear 

sites.20 These numerous possibilities have high- and low- likelihoods, but they should not be left 

to chance. At the request of the director of the Aiken County Emergency Management 

Department, the Program Evaluation class in Augusta University’s Master of Public 

Administration program proposes the following COOP for Aiken County’s IT department.  

 

2. COOP 

Essential Functions  

Essential functions are crucial to the proper functioning of government. Without them, 

the government will fail to provide the most basic services to its citizens. Therefore, they must be 

carried out before, during, and following an emergency to ensure continuity of government. If 

these essential functions of Aiken County’s IT Department go down, they must be operational 

within 12 hours of the activation of this COOP or risk the loss of public trust and potentially the 

loss of property and life.  

Based on an interview with Aiken County’s IT Director and a review of the County’s 

Emergency Operations Plan, the following essential functions for the IT Department have been 

defined: 

 To ensure County technologies such as servers, networking devices, storage, data 

backups, audio and visual software, computers, printers, and phones are functioning 

properly 

 To provide technology support and hardware for all government operations in the County 
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 To provide the County with data and preserve critical information assets that support 

essential functions 

 To safeguard County servers, provide device protection, and maintain data integrity 

 To maintain County communications, including VoIP, email, and website. 

 To support emergency services and keep emergency communications equipment in 

working order when this plan is active.21  

 

Essential Personnel 

During an emergency, only essential personnel are required to report to work. Essential 

personnel perform jobs that are crucial for government to carry out its essential functions. For 

Aiken County’s IT Department, the positions — along with their job descriptions — that are 

considered essential personnel are as follows: 

 Director 

This position has full accountability for developing the processes to direct all IT 

operations throughout the County buildings and businesses. The Director also develops 

the strategic multi-year plan to address future needs and conduct process improvement 

operations. In addition, this position oversees IT security, GeoServices, mail services, 

internal printing services, and records retention.22 

 Deputy Director 

This position serves as the backup for the IT Director and is the supervisor of the 

technical division of the County’s IT Department. He or she provides direction and 

guidance mostly in the hardware environment, which includes servers, switches, 

computers, and printers. The Deputy Director has full accountability for developing the 
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processes to meet departmental IT objectives. He or she also makes recommendations for 

process improvement.23 

 Applications Manager 

This position serves as the project manager for all major projects directed by the IT 

department. The Applications Manager is also responsible for day-to-day management of 

databases and applications and for assessing and making recommendations to improve 

workflow. In addition, he or she ensures that all audio-visual equipment functions 

properly and meets user needs. Finally, this position is responsible for providing technical 

support countywide for special setups, including installing servers and networks and 

providing special support for the Emergency Operations Center (EDC).24 

 Infrastructure Manager 

This position is responsible for configuring and maintaining the server hardware, 

software, and related network equipment to ensure availability of data and applications 

for end-users.25 

 GeoServices Manager 

This position is responsible for the County’s centralized geospatial data assets, E-911 

addressing, and property boundary systems. He or she manages quality assurance, 

decides policy, solves technical issues, and coordinates with County departments, local 

and state governments, surveyors, consultants, and vendors.26 

 Senior GeoServices Analyst 

This position is primarily responsible for maintaining the County’s cadastral geospatial 

data, using surveys and various other data sources to create, modify, and delete parcel 

boundaries and descriptive attributes.27 



 Continuity of Operations Plan                                                                                                        

10 
 

These six positions must report to work — either physically or virtually — if this 

Continuity of Operations Plan is activated. If unavailable, a backup should be ready to take their 

place. 

The Emergency Management Department will keep an updated list of the essential 

personnel in its possession along with their contact information. It is the responsibility of the IT 

Director to notify the Director of the Emergency Management Department of any changes to 

essential personnel. 

 

Line of Succession and Delegation of Authority  

According to FEMA’s guidance for non-federal governments, a unit’s line of succession 

for when the Continuity of Operations Plan is activated should have at least three individuals.28 

Aiken County’s IT Department has six positions in its line of succession for day-to-day 

operations.   

Listed in order of succession, these positions are: 

 Director 

 Deputy Director 

 GeoServices Manager 

 Applications Manager 

 Records Supervisor 

 Print and Postal Supervisor 29 

The Department should use this same line of succession during a continuity situation. 
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Vital Records Management  

 According to the National Archives, vital records are those needed for successful 

continued operations of the IT department. 30 It is important to identify these records before a 

disaster and secure their storage in such a way that enables the IT department easy access during 

any type of disaster. There should be physical and electronic versions of these records for 

redundancy purposes, as multiple sources suggest. Vital records can be divided between those 

necessary for continued operations and those that protect legal and financial rights. For the IT 

department’s COOP, we will only consider records for continued operations as vital records.  

 The director of the IT department identified four main vital records: 

 Financial Records 

 Emails 

 GIS Data 

 Other regular files 31  

In addition, the National Archives and FEMA recommends including:  

 National Archives 

o emergency personnel contact list 

o building blueprints 

o software documentation 

o data backup and restoration procedures 

o troubleshooting guides 

o hardware and software configurations 

o offsite storage location and maps 32 
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 FEMA 

o standard operating procedures 

o contracts and vendor agreements 

o memorandums of agreement/understanding 33 

Aiken County’s Emergency Operations Plan recommends: 

 resource data 

 authorities 

 personnel and payroll rosters (This recommendation falls into the vital records group of 

protection of legal and financial rights.) 

 supplies and equipment list 34 

The National Archives also advocates for continued identification of further vital records 

through surveys and questionnaires of senior leadership, the emergency management department, 

and the IT department.35 Additionally, these records must remain continuously updated as 

recommended by the National Archives and the Aiken County Emergency Operations Plan 

(EOP).36 Documentation of inventoried vital records stored by the IT department, where to find 

them, their medium, and how to access them should also be created. The Aiken County EOP also 

urges an inventorying process be set in place for these vital records and maintaining an everyday 

working copy.37 

Currently, the IT director states that the IT department stores its vital records in two 

locations.38 The first is the primary data center on the third floor and the second is at a long-term 

facility where backup information is stored. The servers in both locations are on a secured 

network that has yet to be subjected to a cyberattack. The IT department continually monitors the 

servers and gives only essential employees access in the event of a crisis.39 As the second facility 
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is located less than four miles from the main building, it is recommended by the National 

Archives and FEMA to have additional offsite storage located further away.40 Furthermore, the 

Aiken County EOP states that vital records should be relocated to less vulnerable locations.41 

Fortunately, this can be pre-emptively acted upon.  Protection relies in dispersion. Viable options 

include commercial storage, cloud computing, other agencies in the same state, and hot or cold 

sites that can double as a second emergency location for the IT department.  

Concept of Operations 

Phase I: Readiness and Preparedness. The Aiken County Emergency Management  

Department offers emergency training countywide, which the IT Department should utilize as a 

resource. Training includes classroom exercises, tornado training in conjunction with the City of 

Aiken, hurricane tabletops in conjunction with Savannah River Site, and other all-hazards 

training opportunities. 42 

This type of training should prepare the IT Department, both at the organizational and 

individual levels, to effectively serve County needs during a continuity situation, according to 

FEMA continuity instructions.43 Both the department and its staff should be ready to execute 

their essential functions regardless of the level and type of threat. 

In addition, essential personnel can only effectively respond to a continuity situation if 

their families are safe. Therefore, FEMA recommends that all essential personnel develop a 

Family Support Plan and always be ready to execute it.44 Essential and non-essential personnel 

can also contact the Emergency Management Department for assistance in developing their 

family plan. 

Furthermore, part of readiness and preparedness training is to identify continuity 

facilities. The IT Department has two continuity facilities and a limited mobile option: 
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 Primary Facility 

Called the Primary Data Center, the primary facility is located on the third floor of the 

Aiken County Government Center, the same building where the County’s Emergency 

Operations Center is also located. 

 Secondary Facility 

The backup, long-term facility is located about four miles away from the Primary Data 

Center. The IT Department can exercise all of its essential functions from this facility if 

the primary facility is inoperable. 

 Limited Mobile Option 

The third option is the Emergency Management Department’s Amateur Radio 

Emergency Communications trailer. This resource is powered by generators, which are 

tested monthly. According to the IT Director, the trailer does not replace the secondary 

facility as the IT Department cannot exercise all of its essential functions using this 

resource. However, in extreme circumstances, the trailer can be used to execute some of 

IT’s essential functions.45 

Another important part of readiness and preparedness training is to identify possible and 

probable threats that can influence normal operations. According to the County’s Emergency 

Operations Plan, the following possible threats can affect daily government operations: 

1. Hurricanes and Tropical Storms 

2. Tornados 

3. Flooding 

4. Nuclear Facilities 

5. Earthquakes 
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6. Hazardous materials 

7. Terrorism 

8. Transportation 

9. Civil Disorder 

10. Dam Failure 

11. Severe Winter Weather 

12. Droughts 46 

Although not all of these threats would lead to a continuity situation, some definitely 

could. According to the Director of the Emergency Management Department and the IT 

Director, the following threats could not only lead to the activation of this Continuity of 

Operations Plan but are also the most likely to happen in Aiken County: 

1. Severe Weather 

Weather, including flash flooding and winter weather, is the biggest threat that Aiken 

County faces. The 2014 Ice Storm, for example, created a continuity situation in the 

County. During the storm, power was out and the generator in the Government Center 

failed, severely affecting the government’s communications capabilities. 

2. Pandemic 

Infectious diseases that spread fast and leave people out of work can severely affect 

government operations. In 2018, all but one IT employee caught the flu, leaving the 

department without the necessary staff to carry out its essential functions. 

3. Nuclear Disaster 
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Aiken County’s proximity to two nuclear facilities (Savannah River Site and Plant 

Vogtle) poses a threat to the County but not to the primary continuity facility (i.e. the 

Aiken County Government Center) 

4. Cyberattacks 

As the ransomware attack that shut down the City of Atlanta in 2018 shows, cyberattacks 

can cost a lot and paralyze the government. According to the IT Director, however, the 

County has never had a breach and the IT department is constantly monitoring the 

County’s servers.47 

Readiness and Preparedness Training should consider these scenarios and ensure that the 

IT Department and its staff, especially essential personnel, can effectively execute this plan 

during a continuity situation. 

Phase II: Activation and Relocation. Once the Aiken County Administrator’s Office,  

the County Council, and the Emergency Management Department decide to activate this 

Continuity of Operations Plan, all essential IT personnel will receive an automated message by 

text, email, and phone call notifying them of the situation. One effective, external way of 

notifying essential personnel of the event and continuity situation is the news media. 

Once the IT Director or the highest available employee in the line of succession receives 

the notification, he or she will begin to assess all available information before making personnel 

decisions. According to FEMA’s guidance for non-federal governments, that information 

includes: 

 Employee safety 

 Employee health 

 The status of communications systems, servers, essential equipment, and vital records 
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 The possible duration of the continuity situation48  

During working hours. If plan activation occurs during work hours, the IT Director or  

the highest available employee in the line of succession will deploy essential personnel to the 

secondary continuity facility if necessary.  

Non-essential personnel should also receive information on whether they should leave 

work or wait for further instructions. All employees who need to leave the primary facility — 

either to go home or relocate to a different facility — must be given instructions on how to keep 

themselves and their families safe as well as an update on traffic conditions. 

During non-working hours. If plan activation occurs during non-working hours, the IT 

Director or the highest available employee in the succession line will activate the IT 

Department’s call tree to notify essential employees to report to work at a designated time and 

location (primary or secondary facility or alternate location). If it is safer for employees to work 

remotely — and if remote access is available — they should be promptly informed. 

All non-continuity personnel should stay home but should be ready to report to work if 

needed. The IT Director or the highest available employee in the line of succession will be 

responsible for staff replacements. 

Phase III: Continuity of Operations. 

1. Essential personnel report to work. 

As essential personnel arrive, they must report to the IT Director or the highest available 

employee in the line of succession.  

During working hours. Essential personnel will likely be at the main facility. Eyes on  

essential personnel will be required. The determination of who should be released and if it is safe 

to do so will be up to the discretion of the IT Director or the highest available employee in the 
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line of succession. Some emergency conditions may indicate better safety for nonessential 

personnel at the main facility for a period of time. If non-essential personnel can be released 

safely, personnel should maintain contact with the facility for updates on work conditions. 

Essential and non-essential personnel should ascertain the safety of their families and initiate 

their FEMA-recommended family support plan if the need arises.  

During non-working hours. Essential personnel will report to the IT Director or the 

highest available employee in the line of succession at whichever facility or work remotely as the 

emergency dictates. Again, eyes on essential personnel or their replacements is required to 

ascertain their location, safety, and health. All non-essential personnel should indicate as soon as 

possible their health and safety status and that of their families. Again, essential and non-

essential personnel should ascertain the safety of their families and initiate their FEMA-

recommended family support plan if the need arises.  

2. Conduct damage assessments. 

Each department in Aiken County depends on the IT department to conduct their work 

from daily reports to reaching out to the public. The IT department is responsible for 44 to 45 

buildings – not all are essential, and some can be handled remotely. The essential function of the 

IT department, as stated by the IT Director, is to provide technology support for Aiken County 

government operations, which includes data, device, and hardware support.49 To do this, their 

main requirements are power and internet connection. If these capabilities are in working order, 

then the IT department will continue to perform. 

Damages to the primary facility’s or secondary facility’s technological infrastructure can 

be debilitating to every aspect of Aiken County’s government operations in many ways. 
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Additionally, there are working relationships outside the Aiken County’s government that may 

require the IT departments help should the disaster be widespread.  

Damage assessment should be conducted as quickly as possible. According to the IT 

director, damages to servers, networking devices, storage, Audio/Visual equipment, computers, 

printers, phones, etc. are all essential repairs that the IT department will have to prioritize.50 

Communication devices will also need to be evaluated for damage such as telephones, emails, 

etc.  

3. Repair systems by priority level. 

If no damage has occurred. Maintenance will be a priority. Continued observation for 

any possible interruptions or damage of internet, communications, or equipment will be required. 

Priorities of essential equipment and operations will be acknowledged, and any damage will be 

repaired according to the IT Director’s priority list. 

If damage has occurred. The damages will be repaired according to the IT Director’s 

priority list. The three main priorities for the IT department are as follows: 

1. Operational equipment in the primary facility 

2. Maintaining internet connection 

3. Support for remote locations 

The top three priorities during a continuity of operations are ensuring the following are 

operational: hardware, data, and servers. As the IT department continuously monitors their 

systems, the latest report prior to damage will be used as a starting point to ascertain what 

functions were affected. Recovery time objectives, as indicated by FEMA, will be developed to 

inform personnel of when essential functions will return.  
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When repairs have been completed, assessment to their robustness and possible needs 

will be assessed. If more is needed than emergency repair due to the duration of the disaster, this 

will be indicated to appropriate authority for release of funds, ensuring continued function. If 

repairs are satisfactorily completed, this will also be reported to the appropriate authority and 

routed up the chain of command. 

4. Continue essential functions  

Essential functions will continue. Reduction in force requires a reduction of support to 

only the main essential functions. Priority will remain with the previously stated IT department 

priorities and in addition, will focus on the primary facility if in use as the major decision makers 

reside there as well.  

Phase IV: Reconstitution Operations. After the proper authorities determine that 

operations can return to normal, the IT department will recall its employees and account for 

them. Additionally, their health, wellness, and functionality and that of their families will be 

looked into and further assistance may be available. The following steps will be conducted after 

all personnel have been accounted for and taken care of: 

1. Conduct assessment of affected facilities and equipment. 

FEMA suggests that the county conduct a further damage report. The IT department will 

ascertain what damages occurred to any equipment and the level of severity. This will be 

documented and reported to the IT Director. If further repairs are needed, the cost, time, and 

equipment needs will also be reported, gained, and conducted. Priorities of the IT department 

and its director will be key to identify what needs to be restored first and in what order. Essential 

operations will dominate. Verification that all systems are operational post-event will be needed 

so that restoration of services can be complete.   
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Future risk assessment should be conducted on equipment post-repair. If there is any 

change to their capabilities, this should to be reported. Additionally, future risk assessment will 

be able to indicate better operating procedures for any future disaster. 

If the IT department had to move to the secondary facility, the damage assessment of the 

primary facility will be conducted. Repairs at the primary facility will take precedence unless the 

primary facility is completely destroyed or the IT department has been directed to continue 

future operations at the secondary facility or at a new site. If movement back to the primary 

facility has been directed and the IT department had to move during the crisis, the department 

will supervise the return of personnel, records, and equipment to that facility. If the IT 

department did not have to move and all equipment and services at the primary facility are in 

good working condition, damage assessment of the secondary facility will be conducted on the 

equipment lodged there. Any damages or repairs needed will be reported as well.  

2. Return to normal operations. 

Upon direction, the IT department will continue to provide essential and non-essential 

services to Aiken County’s government. 

3. Recommendations and Conclusion 

 Although emergency preparedness, mitigation, response, and recovery are steps that 

business, nonprofits, and communities can take when disaster strikes, they are a government 

responsibility.51 Government is the only entity that has the resources, expertise, and legal 

authority to engage in large-scale emergency management.52 The Aiken County Emergency 

Management Department, therefore, plays an essential role in preparing its community for 

human-made and natural disasters, safeguarding residents during a continuity situation, and 

rebuilding a community afterwards. In the same way, the county’s IT Department must also 
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ensure it can perform its essential functions during a continuity situation. In order for the 

Emergency Management Department and the IT Department to perform their duties effectively 

according to this continuity of operations plan, however, we have the following 

recommendations: 

 The Emergency Management Department should continue to create a continuity of 

operations plan for every county government unit to better prepare the community for a 

disaster and ensure continuity of operations across the county. In other words, a 

continuity of operations plan for the county should go beyond involving just the IT 

Department (the county is currently in the planning phase of fulfilling this).  

 The Emergency Management Department and the IT Department should update this on a 

systematic basis to account for issues such as government needs, new threats, new 

technological developments, and staff changes. 

 The Emergency Management Department should maintain a record of changes to this 

plan, including items such as what was changed, who approved the change, and when the 

change was made. 

 The Emergency Management Department should consider purchasing a backup generator 

for the primary location as well as for the trailer. 

 The IT Department should conduct an analysis of its more than 70 servers and rank them 

in order of importance. The goal is to identify which servers should be turned on first 

during a continuity situation. 

 The IT department should consider a third facility with full IT capabilities in a location 

far from the primary and secondary facilities, which are only four miles apart. An 

emergency that affects the primary facility has the likelihood of affecting the secondary 
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facility as well. A hot site would be a duplicate of their current facility and would be the 

best choice but also the most cost-prohibitive. A cold site would be a site that takes some 

“warming up” to bring up internet connection, connectivity, and essential services. A 

compromise would be a warm site as a facility. 

 The IT Department should also consider a backup facility that is located elsewhere rather 

than the immediate Aiken County area. If funding for commercial storage outside of the 

area is not feasible, cloud software is an alternative. This recommendation could be 

combined with the need for a warm site that houses pertinent backup servers and other 

required equipment. The priority, however, is a safe distance from the primary facility. 

 Aiken County should also have backup generators in addition to the generators it already 

has. This is necessary to avoid the situation that the county faced during the 2014 ice 

storm when the generator to the primary facility failed. 

 Finally, backup IT equipment should be purchased in case of damage or failure during an 

emergency. Some examples of useful backup equipment would include additional 

laptops, switches, chargers, wiring, modems, and the like. Specific purchasing needs 

should be addressed by the Aiken County IT department. It would be useful to store these 

in the possible new alternative facility for easy access during an emergency to avoid the 

necessity of shipping or purchasing when an emergency could make this difficult or 

impossible in terms of money or ability. 

In sum, this paper first defines what a continuity of operations plan is, why it is 

important, and why Aiken County’s IT Department needs one. Then, it lays out what the 

department should do to ensure it can perform its essential functions during a continuity 

situation. Finally, it gives recommendations to Aiken County’s Emergency Management 
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Department and IT Department on so they can better prepare for a large-scale event, with or 

without notice, and minimize destruction, harm, and loss. 
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