
Vulnerabilities and VMs
AU | Michael Edwards, Shawn Edwards, Michael Ford, Sean Hart
SRNL | Dillon Tauscher

1



"There is a cumulative 
impact here: You don't have 
enough people, the people 
you have don't have the 
right skills and the people 
that you have aren't getting 
the right training," Jon Oltsik, 
senior principal analyst at 
the Enterprise Strategy 
Group (ESG) on 
cybersecurity training.
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Our Solution
• SRNL Cyber Awareness Training Module
• User-friendly application for cybersecurity training in vulnerabilities 

and exploits.
• Step-by-step training modules curated for specific vulnerabilities by operating 

system.
• Simple GUI for accessibility and modularity
• Allowing inexperienced and veteran IT professionals to familiarize themselves 

with old and newer Operating systems
• Teach these individuals how to exploit and remedy vulnerabilities on their 

machines
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Design
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Pros/Cons

Pros
● Simple user interface
● Modular structure

○ Allows for easy implementation 
of additional lab exercises

● Thorough documentation
○ background information on the 

desired subject
○ step-by-step approach to 

minimize confusion
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Cons
● Resources

○ File size is very large due to VM 
sizes

● Dual-monitor implementation
● Ideal use-case
● Inconvenient for single-monitor 

setups
● Trojan executable difficulties



Implementation & Testing

● Software
○ Oracle VM VirtualBox
○ 2-D GUI made with Unity

● Tools
○ Metasploit
○ Vulnserver
○ ImmunityDebugger
○ Wireshark
○ SecureEd
○ Knockd
○ John the Ripper
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● End-user testing
○ Overall good feedback
○ Dual-monitor setup is ideal
○ Single-monitor setup makes 

training inconvenient to 
navigate



Demonstration
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Opportunities for extension

• Additional lab exercises
• More engaging features
• Incorporate videos, mini-games, etc.

• Additional functions
• Option to print Lab Exercise, zoom functionality, etc.

• Single-Monitor Implementation
• Option to save progress made in training module
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Questions
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