Attachment 1

CyberCorps

Defending America's Cyberspace

CyberCorps®: Scholarship for Service

Service Agreement Questionnaire

Pl Instructions: In order to obtain approval of your new SFS students, please complete and
submit both the Service Agreement Questionnaire and the Service Agreement for each student
in your new cohort to SFS@opm.gov . Incomplete or partially completed forms will be
returned with no action.

Participating Institution Information:

SFS Grantee Participating Institution: Augusta University
Pl Name: Michael Nowatkowski

P1 Email Address: mnowatkowski@augusta.edu

Pl Phone Number: 706-721-0549

Co-PIl Name:

Co-Pl Email Address:

Co-PI Phone Number:

PC Name: Markus Bacha

PC Email Address: mpacha@augusta.edu

PC Phone Number: 706-729-2372

Name, email address, and phone number any additional PI(s), CO-PI(s), and PC(s):

Co-PIs:

Gagan Agrawal, GAGRAWAL@augusta.edu 706-721-1050

John Heslen, JHESLEN@augusta.edu 706-729-2772

Dariusz Kowalski, DKOWALSKI@augusta.edu 706-721-0186

Alexander Schwarzmann, ASchwarzmann@augusta.edu 706-721-1100
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NSF Grant Award #: 2043302

Do you have a default/collection plan in place at your institution?If no, please reach out to us

at sfs@opm.gov for guidance:
Yes ([]

No

Subcontract Institution(s) (List your CC partner(s) here if applicable):

n/a

Name, email address, and phone number of Subcontract Institution POC(s):

New SFES Student Information:

First and Last Name: ***Start here. Do not change any information above this.

Email Address (participating school or other non-school email — This will be the email we will use
to contact the student while they are part of the SFS Program):

(include both a .edu and a personal email address)

Citizenship:

us

Lawful Permanent Resident

For Lawful Permanent Residents Only — Please describe plan for successful completion of
program (i.e. student will obtain citizenship before they graduate, etc.):

Start/Enrollment Date (Semester/Quarter and year): gal| 2021
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From which institution will student start receiving SFS Funding?:

Augusta University

When will student transfer to grantee institution (if applicable)? Please list semester/quarter
and year:

Expected Funding Support Completion Date (Month and year) — Max funding allowed is 3
years:

Expected Graduation Date (Month and year). This should be the date they will graduate and be
ready to begin working for the Government:

Length of funding (total # of semesters/quarters) — Remember a prorated amount does not

constitute a reduction in the service obligation owed. Any funding support received for that
semester/quarter will require 6 months of service:

Deferral Expected? If yes, note the semester and year the deferral is expected to begin:

Yes

No

Degree pursuing under SFS (BS, BS/MS, MS, PhD, etc.). For Cyber Community College Piolot
(C3P) students, note whether professional certificate or AAS/AS. This should be the degree or
professional certificate they will have when they graduate and are ready to begin working for the
Government:

Degree Type/Professional Cert Type: (Delete what does not apply.) Bachelor of Science, Maste
Major:

Minor (If applicable):

Explain how the coherent formal academic cybersecurity requirement will be met. Please provide

URL(S) to the formal cyber curriculum/degree, major or minor, or list courses:

***Only include the degree(s) you intend to complete with SFS support. Delete the others.
Bachelor of Science in Computer Science, https://www.augusta.edu/ccs/bs-cs.php

Bachelor of Science in Cyber Operations, https://www.augusta.edu/ccs/bs-cyber-ops.php

Bachelor of Science in Cybersecurity, https://www.augusta.edu/ccs/bs-it-cybersecurity.php

Bachelor of Science in Cybersecurity Engineering,
https://www.augusta.edu/ccs/bs-cybersecurity-engineering.php

Bachelor of Science in Information Technology, https://www.augusta.edu/ccs/bs-it.php

Master of Arts in Intelligence and Security Studies, https://www.augusta.edu/pamplin/maiss/

Master of Science in Computer Science, https://www.augusta.edu/ccs/ms-cs.php

Master of Science in Information Security Management, https://www.augusta.edu/ccs/ms-ism.php
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Promissory Note been signed? If yes, please provide a copy of the promissory note:

Yes

No

Please use this space to provide any additional pertinent information:

Promissory Note will be signed upon offer of the SFS Scholarship. The Promissory Note must

*hkkhkkhkkhkkikkikikkiiikk S E RV I C E AG R E E M E NT G U I DAN C E****************

Ensure student initials each page of the service agreement.

Pl and Notary’s are the only individuals authorized to sign as the witness, unless you have an
approved delegation request from us. Delegation requests should be submitted to us

at sfs@opm.gov for review and approval. Once approved, ensure you keep a copy of the approval
for your records.

Ensure the student and witness signature dates match.
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Attachment 2

ommg——_

CyberCorps

Defending America's Cyberspace

CyberCorps®: Scholarship For Service (SFS)
(Scholarship Track)

Service Agreement

The CyberCorps®: Scholarship For Service (SFS) Program provides the means for program-approved
academic institutions to grant scholarships to students (hereinafter referred to as participants) who
agree to pursue a degree in the information assurance fields and serve at an approved Federal, State,
local, or tribal Government agency (hereinafter referred to as “participating agency”) in a qualifying
position (i.e., a position in the information assurance field) for a period of up to three years upon
completing academic degree requirements, depending on the length of the scholarship. This Service
Agreement sets forth the participant’s responsibilities.

|. Participant Responsibilities

The SFS scholarship participant agrees to the following:

1. Scholarship Phase:
During the scholarship phase the participant will:

a) maintain enrollment at a participating college or university on a full-time basis;

b) maintain good academic standing, as defined by his or her academic institution, in an
information assurance program of study;

c) atthe end of the semester (or quarter or trimester, as applicable), submit an official course
transcript to the Principal Investigator (PI) at the academic institution, the hiring official at the
participating agency making an employment offer to the participant, or to the SFS Program
Office, if so requested, listing the courses in which the participant is enrolled and the final
grade(s) received,;

d) if the period of scholarship exceeds an academic year, search for and serve an information
assurance-related internship of at least 10 weeks at a participating agency;

e) participate in SFS-sponsored job fairs and all other SFS program activities;

f) register with the SFS program, complete a participant profile, and create a résumé on-line at
www.sfs.opm.gov;

g) update SFS profile (résumé, job search activity report, and contact information) at least once
quarterly;

h) search for post-graduation employment with a participating agency in an information
assurance-related position;

i) complete periodic surveys as requested by the SFS Program Office; and

J) respond to all requests from SFS Program Office and PI for information concerning the SFS
program and participant status in accordance with guidance provided in the request.
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2. Commitment Phase:
Following completion of academic degree requirements, the participant will:

a. work full time in a qualifying position at a participating agency for a period commensurate with
the length of the scholarship or one year, whichever is longer;'
provide documentation to the SFS Program Office verifying employment;
ensure contact information in SFS profile remains current throughout period of obligation;
complete periodic surveys as requested by the SFS Program Office; and
respond to all requests from SFS Program Office and P1 for information concerning the SFS
program and participant status in accordance with guidance provided in the request.

©® 00 o

3. Monitoring Phase:
Upon completion of the Service Commitment Participants enter the Monitoring Phase. During this
phase the Program Office monitors the Participant’s employment status and keeps current contact
information on Participants. This begins upon completion of the Service Commitment and concludes 8
years after the Service Commitment end date. Participants will be required to:

a. update contact information when it changes;

b. complete periodic surveys as requested by SFS Program Office (usually annually).

4. Failure to secure a qualifying position:
If participant has not secured a qualifying position upon graduation, the participant agrees to:
a. continue to search for employment with a participating agency in a qualifying position;
b. respond to all requests from SFS Program Office and P1 for information concerning the SFS
service commitment in accordance with guidance provided in the request; and
c. continue to update SFS profile (résumé, job search activity report, and contact information) at
least once quarterly.

It is expected that the participant enters the commitment phase within 18 months of graduation
however an extension may be granted by the SFS Program Office. If the participant has not secured a
qualifying position within 18 months of graduation or by the end of the granted extension the
participant understands that he/she will be indebted to the Federal Government and may be required to
reimburse the SFS Program. Section 11-2 addresses exceptions.

I1. Participant Reimbursement to the Federal Government

1. A participant who fails to comply with any Program requirement established under this Service
Agreement will be indebted to the Federal Government and must immediately reimburse the SFS
Program. Failure to promptly reimburse the SFS Program will require that the funds be collected as a
debt owed the U.S. Treasury." The reimbursable amount will be prorated based on time already served
to fulfill the employment obligation following completion of degree requirements.
a. Failure to fulfill the terms of the program during the scholarship phase occurs for any of the
following reasons:
1. the participant’s enrollment is terminated by the academic institution for reasons under the
control of the participant (including failure to meet academic or behavioral standards);
2. any changes to the participant’s curriculum or major field of study that are not compatible
with the SFS program;
3. failure to complete academic degree requirements within the scholarship period unless there
are mitigating circumstances agreed to by the SFS Program Office;
4. the participant fails to qualify for internship placement, including obtaining a security
clearance if required,;
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5. the participant is terminated from any Federal appointment for cause; or
6. the participant otherwise breaches the terms of this agreement.

b. Failure to complete the period of employment in a qualifying position occurs if the participant
fails to gain employment at a participating agency, employment is terminated, or the participant
leaves a qualifying position, for any of the following reasons before the post-academic
employment commitment is fulfilled:

1. the participant fails to qualify for post-graduation placement, including obtaining a
security clearance if required,

2. the employee resigns;

3. the employee is terminated for cause or for adverse suitability/security clearance
determinations;"

4. the employee initiates action that results in reassignment, promotion or transfer to a
non-covered position;

5. the employee refuses an offer of reassignment or transfer to a covered position in the
commuting area when such an action becomes necessary because of changes in the
employer’s staffing needs, organizational realignment, or staff reductions; or

6. the employee otherwise breaches the terms of this agreement.

2. Participant reimbursement is not required under any of the following conditions:

a) the participant receives and accepts an offer from an agency designated as “participating” by
the SFS Program Office and that agency is, through no fault of the participant, unable to place
the participant in a covered position that permits the fulfillment of the employment obligation
upon completion of academic degree requirements; and the SFS Program Office is unable to
effect alternative placement in a covered position within the continental United States;

b) the participant is reassigned to a non-qualifying position due to changes in staff requirements,
organizational realignment, or staff reductions, or at management’s discretion;

c) the participant is involuntarily separated for reasons other than misconduct or performance;

d) the participant leaves the agency voluntarily to enter into the service of any other participating
agency in a qualified position; or

e) the National Science Foundation (NSF) determines that seeking reimbursement is not in the
Federal Government’s best interests.

I certify that | have read and understand the terms of this service agreement. | further certify that | am
a United States citizen, and (if a male born after December 31, 1959) have registered with the Selective
Service System, or am exempt from having to do so under Selective Service law.

/ /
Participant’s PRINTED Name Participant’s Signature Date
Witnessed by:
/ /
Principal Investigator’s PRINTED Name Principal Investigator’s Signature Date
3
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NSF Scholarship for Service Program Office Signature & Date

/ /
PRINTED Name Signature Date

' An academic year (nine months) of scholarship establishes a requirement for one calendar year of work.
Participants must be willing to relocate anywhere within the continental United States. Please note that a high
percentage of positions are in the Washington, D.C. metropolitan area.

" If a participant fails to meet the terms of this agreement and is found to be indebted to the Federal Government
the participant will be required to reimburse the United States Department of Treasury a sum equal to the
amount outstanding plus administrative and interest fees, if any. These funds will be recovered from the
participant through the appropriate provisions governing debt collection.

" Terminations for cause or adverse suitability/security clearance determinations may occur for any of the
following reasons:

misconduct or negligence in employment;

criminal or dishonest conduct;

material, intentional false statement or deception or fraud in examination or appointment;

alcohol abuse of a nature and duration which suggests that the applicant or appointee would be

prevented from performing the duties of the position to which appointed, or would constitute a

direct threat to the property and safety of others;

e illegal use of narcotics, drugs, or other controlled substances, without evidence of substantial
rehabilitation; or

e knowing and willfully engaging in acts or activities designed to overthrow the U.S.

Government by force.
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